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c)Creating a Service Template
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f)Deploying a Virtual Machine in App
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Managing Private cloud with App Controller.
a) Deploying a new virtual machine.

b) Adding Virtual Hard Disks and integrating
it with VMs.

Using Data Protection Manager for Backup
and Recovery.

a) Creating a new protection group from the
Protection workspace.

b) Performing a recovery from the Recovery
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Using Advisor for proactive Monitoring.

a) Reviewing a critical alert for a Virtual
Machine Manager server and assigning an
alert.
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Manager.

Using Service Manager to Standardize.

a) Creating a new related service request.

b) Configuring the settings for an incident
and reviewing an incident that has been
closed.

Using Orchestrator for automation.

a) Creating a simple virtual machine in
Windows Azure using System Center
Orchestrator. (Should be performed Online)
b) Creating runbook that automates a process
relating to VMware vSphere.

Using Configuration Manager 2012 for
managing and maintaining.
a) Setting up an alert for compliance.




b) Connecting devices and monitoring its
heath.
¢) Managing users and user groups hierarchy.




Practical No 1: Managing Hyper-V environment with
SCVMM 2012.

a) Installing and Configuring System Center 2012 R2 VMM

System Center Virtual Machine Manager (SCVMM) forms part of
Microsoft's System Center line of management and reporting tools,
alongside previously established tools such as System Center Operations
Manager and System Center Configuration Manager. SCVMM is designed
for management of large numbers of Virtual Servers based on Microsoft
Virtual Server and Hyper-V, and was released for enterprise customers in
October 2007.A standalone version for small and medium business
customers is available.

Installation of SCVMM

e Prerequisites

» Prepare SQL Server and select following features:
Database Engine Services
Management Tools

» Installing “Windows Assessment and Deployment Kit”
(Windows ADK), Select Deployment Tools and Windows
Preinstallation Environment (Windows WE)”

Creating User “VMMService” in Service accounts in
“Active Directory Computers and Users”

Add the user in DNSAdmins

Create login named as “VMMService” in SQL management
studio

ADSI->New->0bject->container. Give value as
“VMMDKM?” Configure the permission. Copy the content
from the “distinguished name”

YV VYV 'V



e Installation
B Microsoft

Microsoft'System Center 2012 R2

Virtual Machine Manager

@ Restart may be required Release Motes
@ Before you begin Installation Guide
VMM Privacy Statement Browse the CD

Systemn Center Online
VMM Cenfiguration Analyzer

Optional Installations
= Local Agent
Installs agent en local machine.

© 2013 Microsoft Corporation. All rights reserved. Close

Getting started Report a problem

—_— I

Select features to install

VMM management server

Installs the Virtual Machine Manager service, which processes commands and controls communications with the VMM
database, library servers, and virtual machine hosts.

This feature requires a SQL Server database and Windows Assessment and Deployment Kit (ADK) for Windows 8.1. [ View
all installation requirements )

VMM console

Installs a program that allows you to connect to a VMM management server to centrally view and manage rescurces, such
as hosts, virtual machines, private clouds, and services. [ View all installation requirements )

Previous | |




Getting started Report a problem

Product registration information
Marme: Cloud
Organization: SKGmuﬂ

Product key:

o If you don't provide a product key during setup, VMM will be installed as an evaluation edition. You can
provide a preduct key after setup is complete by using the VMM console.

Getting started Beport a problem

- ([ [ ]

Please read this license agreement

Ll

MICROSOFT EVALUATION SOFTWARE LICENSE TERMS ]
MICROSOFT SYSTEM CENTER 2012 R2 STANDARD
These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its

affiliates) and you. Please read them. They apply to the evaluation software named above, which includes the
media on which you received it, if any. The terms also apply to any Microsoft

+ updates,
» supplements,
« Internet-based services, and

* support services

VMM Privacy Statement

Previous || Mext = || Cancel |




Getting started Report a problem

Customer Experience Improvement Program (CEIP)

If you choose to participate:

Microsoft will
Collect information about your software and hardware configurations.
Collect information about how you use our software and services to identify trends and usage patterns.
Microsoft will not
Collect your name or address.

Ask you to take surveys; nor will you be contacted by a sales representative.
Prompt you with additional messages that might interrupt your work.
) Yes, | am willing to participate in the Customer Experience Improvement Program
@i Ng, | am not willing to participate

You can stop participating at any time by changing a setting in Customer Experience Improvement Program Settings, found in
Settings workspace of the VMM console.

More about the Customer Experience Improvement Program

Privacy Statement for the Micresoft Customer Experience Improvement Program

VMM Privacy Statement

Configuration Report a problem

Database configuration

Provide information about the database that you would like to use for your VMM management server.
Server name: -LOUDDC

Port:

Use the following credentials

User name and domain: CLOUDADYWMMService

Farmat: Domain\UserMName

Password: ssssscs

Instance name: MESQLSERVER

Select an existing database or create a new database.

® New database: VirtualManagerDB

() Existing database: ReportServer




Configuration

——— | |

Report a problem

Configure service account and distributed key management

Virtual Machine Manager Service Account

Select the account to be used by the VMM service. Highly available VMM installations require the use of a domain account.
Which type of account should | use?

) Local Systemn account

% Domain account
User name and domain:
CLOUDADNMMService

Distributed Key Management

Select whether to store encryption keys in Active Directory instead of on the local machine. Highly available VMM installations
require the keys be stored in Active Directorny.

Store my keys in Active Directory
Provide the location in Active Directory. For example, CN=DKM,DC=contoso, DC=com.
CHN=VMMDKM, DC=CLOU DAD,DC:corri

How do | configure distributed key management?

Previous | |

Configuration

——— ||

Report a problem

Port configuration

Management Server
Please select the ports for various VMM features.
8100 Communication with the VMM conscle
5985 Communication to agents on hosts and library servers
443 File transfers to agents on hosts and library servers
Communication with Windows Deployment Services
Communication with Windows Preinstallation Environment (Windows PE) agents

Communication with Windows PE agent for time synchronization

Previous || Next > || Cancel




Configuration Report a problem

——— | |

Library configuration

Specify a share for the Virtual Machine Manager library
@ Create a new library share

Share name: MSSCVMMLibrary

Share |ocation: EAMSSCVMMLibrary

Share description: VMM Library Shard
) Use an existing library share

Share name: MSSCVMMLibrary

Share location:

Share description:

Previous | | Mext = | |

Configuration Report a problem

——— | |

Summary

Review the selections for features you are installing. To continue, click Install. To change these selections, click Previous.

Features selected to be added
VMM management server

Installaticn Location
C:\Program Files\Microsoft System Center 2012 R2\Virtual Machine Manager\

Database Information
VirtualManagerDB database will be created on CLOUDDC

Service Account
CLOUDADAWWMMService

Communication Ports

8100 - Communication with the VMM console

5985 - Communication to agents on hosts and library servers

443 - File transfers to agents on hosts and library servers

8102 - Communication with Windows Deployment Services

8101 - Communication with Windows Preinstallation Environment (Windows PE) agents
8103 - Communication with Windows PE agent for time synchronization

Previous




& Microsoft System Center 2012 R2 Virtual Machine Manager Setup Wizard =

Complete Report a problem

Setup completed successfully

For detailed information, review the Setup log files that are located in the %SYSTEMDRIVEZ:\ProgramData\VMMLogs folder.
Mote that the ProgramData folder is a hidden folder.

"@'VMM management server o
"@'VM M console

Release Notes
Installation Guide
Read Documentation

System Center Online

Check for the latest Virtual Machine Manager updates
Open the VMM console when this wizard closes

Close

b) Managing Hosts and Host Groups
VMM Host Groups:

The first obvious question is why you would need a VMM Host Group. It is important to note
that before you can manage the virtualization hosts located in datacenters, you would need to
add the virtualization hosts in VMM. The Host Groups can be used to group virtualization
hosts based on the physical site location.
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Properties

By default, VMM provides a default Host Group called “All Hosts”. “All Hosts”” Host Group
is the first Host Group in the VMM. You cannot rename and delete this Host Group. It is
imperative to understand that a Host Group in VMM is more than just a group. As you can
see in the screenshot below, | created three Host Groups in VMM called Dallas, Seattle and
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c¢) Connecting to Hyper-V and deploying VMs.

So let’s take a look at how you would go about adding Hyper-V hosts to Virtual Machine
Manager, and then we will create some host groups. Begin the process by opening the Virtual
Machine Manager console and then selecting the VMs and Services workspace. If you look at
Figure A, you will notice that the All Hosts container is selected within the console tree. All
Hosts is actually a host group.
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Figure A: Host servers are displayed through the VMs and Services workspace.

As you look at the figure above, you will also notice that right now a single host is listed
beneath the All Hosts group. This host (Lab4) is a Hyper-V host in my lab environment. |
manually added this host, but the other hosts have not yet been added.

To add a host server, right click on All Hosts. When you do, you will see a shortcut menu that
provides a number of different options for adding hosts, as shown in Figure B. For instance,
you can add Hyper-V hosts, Citrix hosts, and of course, VMware hosts. You will also notice
that we have the option of adding host clusters. | am not going to get into host clusters in this
article, because | have a separate article series on failover clustering for Hyper-V.
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Figure B: You can add Citrix, VMware, and Hyper-V hosts.



For right now, let’s go ahead and add some Hyper-V hosts. To do so, select the Add Hyper-V
Hosts and Clusters option from the shortcut menu. When you do, Windows will display the
Add Resource Wizard. In most cases, you will probably be adding Hyper-V hosts that reside
in a trusted Active Directory domain. Therefore, when you see the wizard’s first screen,
choose the option to add Windows Server computers in a trusted Active Directory domain.

The next screen asks you to provide a Run As account. A Run As account is an account that
has permission to perform the operation.

Click Next and you will be asked to specify the computers that you want to add. You can
either enter the computer names manually, as | have done in Figure C, or you can perform an
Active Directory query.

o Add Resource Wizard -

‘£ Discovery Scope

Resource Location Specify the search scope for virtual machine host candidates

Credentials Search for computers by whole or partial names, FQDNs, and IP addresses. Alternatively, you may

generate an Active Directory query to discover the desired computers.
Discovery Scope )
®) Specify Windows Server computers by names

Target resources Specify an Active Directory query to search for Windows Server computers

sttinoe

Enter the computer names of the hosts or host candidates that you want VMM to manage. Each
WMary computer name must be on a separate line.

Computer names:
P

Lab1.mgmt.com
Lab2.mgmt.com
Lab3.mgmt.com
Prod1.mgmt.com
Prod2.mgmt.com

[ ] Skip AD verification

Examples:  server]
server].contoso.com
10.0.1.1
2301:110:1e3:f8ffcfedd:23

| previous || Nea |[ cancel |

Figure C: You can manually enter the names of the hosts that you want to add.

Click Next and there will be a brief wait while Virtual Machine Manager verifies the
accuracy of the information that you have entered. Once this check completes, you will see a
list of the hosts that you can add to the host group. Now, simply select the check boxes that
correspond to the hosts that you want to add, and click Next.

Before | move on, | want to point out that it might not always be possible to add every host. If
you look at Figure D, you will notice that the servers named Lab1, Lab2, and Lab3 do not
have check boxes next to them. The reason for this is because these Hyper-V hosts belong to



a cluster. You will notice that the wizard displays an object named Lab.MGMT.com. This is
the cluster to which Labl1, Lab2, and Lab3 belong. I didn’t tell Virtual Machine Manager that
| wanted to add the cluster, but it displayed the cluster anyway because | specified the
individual nodes within the cluster.

% Add Resource Wizard =]
-
£ Target resources
Resource Location Select the computers that you want to add as hosts
Credentials
Discovered computers:
Discovery Scope [Computer Name | Operating System | Hypervisor
Target resources (1 prod2mgmecom Windows Server 2012 R2 Standard Unknown
(] @ prodl.mgmtcom Windows Server 2012 R2 Standard Hyper-V
a3 (8 Lab.MGMT.com Windows Server 2012 R2 Datacenter Hyper-V
Immary f Lab3.MGMT.com Windows Server 2012 R2 Datacenter Hyper-V
# Lab2MGMT.com Windows Server 2012 R2 Datacenter Hyper-V
7 Lab1.MGMT.com Windows Server 2012 R2 Datacenter  Hyper-V
1 1] 1
| Select all Refresh || Stop |
Previous | Cancél

Figure D: Some hosts cannot be individually added to a host group.

With that said, select the hosts that you want to add and click Next. You will now see a
screen asking you to verify your settings. Take a moment to make sure that everything is
correct and click Next, followed by Finish. The hosts will be added to the host group.

Creating a Virtual Machine

The process of creating a new virtual machine works a little bit differently in Virtual Machine
Manager than it does in the Hyper-V Manager. You can begin the process by either selecting
a host or a host group and then clicking the Create Virtual Machine tile, located in the ribbon
(be sure to choose the Create Virtual Machine option).

The next screen that you encounter asks you to choose the hardware settings for the virtual
machine. You can specify the hardware manually as you do through Hyper-V Manager, but
there are a couple of other options available to you, as shown in Figure F.



Configure Hardware

Select Source Configure hardware for the virtual machine. You can import settings from a hardware
Identity profile or save a new profile based on your settings.
Configure Hardware Hardware profile: l [Default - create new hardware configuration settings] I'
Select Destination HS&VQAS ¢Nm % Remove
Calact Clocid & _Compatibility ~ | &7 Compatibility
fee e = Cloud Capability Pr...
= 2 General Select the capability profile that will be used to create this virtual machine.
Add Properties = VMM will ensure that the settings provided are compatible with this capability
B Processor
Chamnen N profile.
ummary O30
= Memory Bm | Description | Validation Stat... |
E12M E —
5 [CJE7 ESX Server The built-in fabric capabilit...
I Floppy Drive 3 pu— : X
No MedaCaptured |3 [J[E] XenServer The built-in fabric capabilit...
¥ comi [ =7 Hyper-v The built-in fabric capabilit...
¥ com2

B2 Video Adapter
Default video adapter
2 Bus Configuration
< IDE Devices

2 Devices attached

Ca test disk !
40.00 G8B, Prunary
&% Virtual DVD drive
No Media Captured
- SCSI Adapter 0
0 Devices attached

2 Network Adapters
B Network Adapter 1 v

Figure F: Configure the virtual machine’s hardware.

d) Performing Live Migration using Hyper-V Manager &
J) Moving Hyper-V Storage and Virtual Machines

Prerequisites:

e 2 or more physical servers with the same processor manufacturer:

Intel or AMD CPU supporting Virtualization extensions (VT-x/AMD-V)

SLAT recommended for performance

e Windows Server 2012 with Hyper-V 3.0 Role installed:
Install Windows Server 2012 and install the Hyper-V role in server manager

e Both servers members of the same domain
Join both servers to the same domain

One or both servers may be a domain controller of a new domain if an existing

domain is not available
e Both servers set up for Live Migrations



In the Hyper-V Settings in Hyper-V Manager, Live Migrations sub-menu, check the
“Enable incoming and outgoing live migrations” checkbox.

Select use CreddSSP as the Authentication protocol as it is simpler to configure but
requires you to be logged on to the server

Specify 1 or more Simultaneous live migrations

Select “Use any available network for live migration” or configure the IP range if you
have multiple networks

X _Server 35 Uve Mgrations

4 Vetusl Hard Disks
3.1 Virtusl Machines

DAWM Authertication protocol
B Physcal GPUs Select how you wank ko authenticate kve migrations.

Manage RemoteFX PUs ‘..:‘ Use Credentisl 5 2y S P i (OW)
L mw You must log on to the server to perform 8 ve magration.
K Lrve Morations ) Use Kerberos

2 St anecus Mgy shions This is more secure bt requires constrained delegation for ive mgr ation.
) Storage Mgrations
=% < SR aneous Mg abons sm.m.u‘mwm
¥ ;."‘y‘ﬁcff"ﬁ e Specky how many smuRaneous kve migrations are slowed.

2 User Sk aneous Ive migy sbions: ;r, 3

23 Yeybowd

jso 00 the vetusl machre 1 Mw
3 Mouse Release 2

TRL+AL FY ARROW (®) Use any avalable network for fve migrstion
¥ Reset Check Boxes ) Use these 1P addresses for bve migration:

Roser chedk boves

[ | | concel

Identical network configuration
This can be tested in SCVMM under the Migrate VM Wizard

This portion of the setup is easier to configure using VMM since it gives feedback
and recommendations to your current configuration:



Select Host | Select a destination for the virtual machine

Select Path Destinations are rated based on the virtual machine requirements and on the default placement opticns,
Select Networks | Expected Utlzation... | ) Make this VM highly available
Summary
[Search 5 vlin [ Al Hosts vl
Rating ~ Destination Warnin... Transfer Type  Netwo...
Wi ir v | wvadalarisiocl 25 Live (vSM)
Wi v e e B (current host) - HYPERV2012.DALA... 5 Live Stora...

Placement has finished calculating ratings for each petential destination of this virtual machine.

(¥) Details

Details | (i) Rating Explanation (i) Storage Area Network (SAN) Explanation |
Description =
Status oK O
Operating system Microsoft Windows Server 2012 Datacenter vl

| Previows || Net |[ Cancel |

If SCVMM is unavailable, name your virtual switches the same on both physical
servers:



= o Externy Swich
1reekR) B2574L Gagabit Netveork €.

Vs Extensions

2 Global Network Settings

§ MAC Address Range
00-15-50-00-A8-00 to 00-15-50-0.

Connection type
What do you wank to connect this virtual switch to?
®) External network:
{mwmwm V]
1] Allow managemerk cperating system to share this network adapter
Enatls sndge-root U0 virtusizaton (SR 10V
) Internal network
) Private network
VLAN 1D
Enatie virtuy LAN idert Fication for manaetent 0Der sbing Sysled
par aby
dapter, The
2

O wm«-wummmmm;mmm
virtual switch with SR-EOV ensbled cannot be comverted to an internal or private

Recommended:

Same processor architecture (Workaround by setting Compatibility Configuration >
“Migrate to a physical computer with a different processor version” checkbox in VM

Settings under Processor > Compatibility sub-tree)
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After these prerequisites are complete, the process of actually performing a live
migration is simple:

1. Right click Virtual Machine in Hyper-V manager and select Move.

2. Follow the Wizard, specifying the Move Type as “Move the virtual machine”



| chooseMoveType |
Specify Destination
Choose Move Options

Virtual Machine

Surmnenary

‘What type of move do you want to perform?
(®) Move the virtual machine
Move the virtual machine and, optionaly, its storage to another computer running Hyper-V.

) Move the virtual machine's storage

Move only the virtual machine’s storage to another location, ether on this server or on shared
storage.

| <previous | | mext> || Fnish || concet |

3. Specify the destination server name

-

Before You Begin
Choose Move Type
Choose Move Options
Virtusl Machine
Surnmary

# Specify Destination Computer

Specify the name of the destination computer.
Name: [hv2| || Browse... |




4. Select the “Move the virtual machine’s data to a single location” option

What do you want to do with the virtual machine’s items?
(®) Move the virtual machine's data to a single location
This option allows you to specify one location for all of the virtual machine's items,
() Move the virtual machine's data by selecting where to move the items,
This option allows you to select the location of each item to be moved.
(O Move only the virtual machine

This option allows you to move the virtual machine without maoving its virtual hard disks, The virtual
machine's virtual hard disks must be on shared storage,

L <prevous | | Mewt> || Fnsh || concel |

5. Specify the location on the target server to save the VM file or browse for the location
using Remote File Browser



Before You Begn Specify a location on the destination computer for the virtual machine's items.
Choose Move Type Destination location
Specify Destination Folder: [divnd || Browse... |

11.11 GB

[ <Previous | | Newt> || Fesh || Cocel |

6. Review and accept the configuration by clicking Finish on the wizard

Completing Move Wizard

Before You Begin You are about to perform the following operation.

Choose Move Type Description:

Spedfy Oestination Virtual machine: WINZ0125RV01
Move type: Virtual Machine And Storage
Destination computer: hw2
Item to move: Destination Location
Attached virtual hard disk IDE Controller 0 d:\vmiVirtual Hard Disks
Current configuration dilvm
Snapshots dilvm
Smart Paging di\vm

To complete the move and close this wizard, chick Finish,

[<proviws | | et [ [Crnsh ] [ concel ]




e) Creating a Virtual Machine and Modifying Its Properties

Creating Generation 2 VMs:

The Identity page of the Create Virtual Machine Wizard was modified to allow you to select
which type of VM you want to create. When creating a Generation 2 VM just select
“Generation 2” from the generation dropdown. This will do two major things: First, when
you come to the Configure Hardware page you will notice that those hardware devices that
are not support by Generation 2 VMs such as floppy drives, legacy networking and IDE
controllers will not be present. Second, when selecting the destination host for the VM only
Windows Server 2012 R2 hosts will be allowed.

7] Create Virtual Machine Wizard | x |
Identity
Select Source Specify Virtual Machine Identity
Identity
Virtual machine name: | MyFirstGeneration2VM
Configure Hardware Description:
Select Destination
Select Cloud Generation: Generation 1 ™
Add Properties Gentration 1

Summary

)’ The virtual machine name identifies the virtual machine to VMM. The name does not have to match the computer
name of the virtual machine, However, using the same name ensures consistent displays in System Center
Operations Manager.

I} Generation 1 virtual machines have capabilities that were previously supported by Windows Server 2012 and other
host operating systems. Generation 2 virtusl machines have new capabilities, such as support for the Unified
Extensible Firmware Interface (UEFT), and the ability to boot in ways that generation 1 virtual machines could not.
For generation 2 virtual machines, the host must run Windows Server 2012 R2,

Learn about supported guest operating systems for generation 2 virtual machines

| Previous || Nea || Concel |

Figure 1 - Creating a Generation 2 VM



Configure Hardware

Select Source
Identity

Configure hardware for the virtual machine. You can import settings from a hardware
profile or save a new profile based on your settings.

Select Destination
Select Coud

Summary

ked Save As | ENew < Remove

2 General

~

7 Compatibility

-Pm
1 processor

Memory
512MB
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2 Advanced
® Availability
tiormal
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B CPU Priority
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s Memory Weight
Noenal

Select the capability profile that will be used to create thes virtual machine.

profile.

The built-in fabric capabilit...
The built-in fabeic capabilit...
The built-in fabac capabilit...

| Dé]ssxsﬂ«
[ 57 XenServer
[ =] Hyper-v

Figure 2 - Hardware for a Generation 2 VM
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Figure 3 - Generation 2 VM Properties

f) Cloning a Virtual Machine

To initiate this action from within Hyper-v Manager on Windows 8.1 or Windows Server
2012 R2, use these steps:

Open Hyper-V Manager.
Find the running virtual machine that you want to clone.

Right-click on it and click on Export.

To initiate this process on SCVMM 2012 R2, use these steps:

Launch your Virtual Machine Manager console.
Select the virtual machine tab.
Locate the running virtual machine that you wish to clone.

Right-click on it, hover over “create" and select "clone™
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g) Creating a Hyper-V Failover Cluster & h) Managing a
Hyper-V Failover Cluster

How to Add a Hyper-V Failover Cluster on Virtual Machine Manager 2012:

Go to Fabric and then click on Add Resources
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Add Hyper-V Host and Clusters
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Now select the Hosts or Cluster

Resouce Kcaton Select the computers that you want to add as hosts

Credentals
Drscoveved computers

Computer Nane Operating Sysbem Hypenaser
W5 K Chuster Windows Server 2012 Ostacerter Hyper-V

b W Windoms Server 7012 Oatacerser Hyper-V

Dacowery scoge

Target reccurces
Mot seang
? W2 Windows Server 2012 Datacerser Hyper-V

ETlETs

Cluster Added.

1) Configuring and Managing Hyper-V Replica

VM replication with Hyper-v is a built-in feature that can assist with business continuity and
disaster recovery in the event of a failure. Server 2012 R2 and Hyper-v Server 2012 R2 allow
for a third replica server, but R2 is not available as of the creation of this how-to.

This how-to assumes that you have a primary Hyper-v server already in production, and a
host which you plan to use as your replica server online with Server 2012 and the Hyper-v
role installed.



Step 1: Configure Your Secondary Hyper-v Host as a Replica Server

A Server 3}/ Replication Configuration
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- Open Hyper-v Manager.

- Right click "Hyper-v Manager" in the left pane, and select "add server". Enter the computer
name of the server you plan to use for your replica server and click "ok". The replica host
will appear in the left pane.

- Right click on your replica host in the left pane, and select "Hyper-v Settings...".

- The Hyper-v Settings window will appear. Select "Replication Configuration” on the left
side of the window.

- Check the "Enable this computer as a replica server™ box.

- The "Use Kerberos (HTTP)" checkbox will be checked by default. With this setting
selected, replica traffic is sent using HTTP. Hyper-v also allows you to configure the replica
traffic to be sent as HTTPS traffic using certificate based authentication, but in this how-to,
we will utilize HTTP.



- At the bottom of the “"Replica Configuration™ options, you have the option to allow
replication from any authenticated server, or configure the replica server to only allow
replication from specific servers. By default, "Allow replication from any authenticated
server" is selected. Select the appropriate option (for this how-to, we will be using the default
"Allow replication from any authenticated server™ option).

- At the bottom of the "Replication Configuration™ window, select the default location to
store replica files. This is going to be where the VM's and VHD or VHDX files are stored on
your replica server.

- Once all options in the replica configuration have been configured, click "OK" on the
Hyper-v Settings window.

Step 2: Configure Replication of the Virtual Machines on the Primary Hyper-v Host

A Enable Replication for 0 EX|
-
- ™" Spedify Replica Server
&
Before You Begin Specify the Replica server name to use to replicate this virtual machine. If the Replica server is on a
failover duster, specify the name of the Hyper-V Replica Broker as the Replica server, Use the
Spedify Replica Server Failover Cluster Manager on the Replica server to find the name of the Replica Broker.
Spedify Connection o=
Parameters Replica server: | Browse...

Choose Replication VHDs
Configure Recovery History

Choose Initial Replication
Method

Summary

< Previous Cancel

- Open Hyper-v Manager.

- Right click "Hyper-v Manager" in the left pane, and select "add server"”. Enter the computer
name of your primary Hyper-v host and click "ok". The primary host will appear in the left
pane.

- Select the primary host in the left pane. Your virtual machines will appear in the right pane.



- Right click on a VM that you would like to replicate to your secondary server, and select
"Enable Replication".

- The "Enable Replication” wizard will appear. Click "Next" on the "Before you Begin™
section.

- The next section of the "Enable Replication” wizard asks for your replica server. Enter the
name of your replica server, and click "Next". This section also allows you to browse for the
server if you need to.

- The "Specify Connection Parameters" section of the wizard will appear. The replica server,
replica server port, and authentication type will be grayed out because you configured these
options on your replica previously. The checkbox for "Compress the data that is transmitted
over the network" is checked by default, you can uncheck if you wish. Compressing the
replica traffic uses additional system resources because the Hyper-v host has to compress the
replica data before transmitting, and the Hyper-v replica host has to uncompress the data after
it is received. Of course, compressing the replica traffic will decrease bandwidth usage. Click
"Next".

- The "Choose Replicaiton VHDs" section of the replication wizard will appear. By default,
the VHD or VHDX file for the virtual machine that you are configuring replication for is
selected. Unless there are any additional VHDs that you need to replicate (like if you have a
separate VHD for a dedicated paging file), select "Next".

- The "Configure Recovery History" section of the replication wizard will appear. You have
the option to only keep the latest recovery point on the replica server, or maintain additional
recovery points. By default, the option for "only the latest recovery point" is selected. If you
would like to keep additional recovery points (snapshots) on the replica server, chose
"additional recovery points”, and select the options that you require. Click "next".

- The "Choose Initial Replication Method" section of the wizard will appear. You can choose
to send the initial copy of the network, or send the initial copy using external media. Be
aware that sending the initial replica between sites or over a slow connection can take quite a
long time. You can also select the option to use an existing virtual machine on the replica
server as the initial copy, which you can use if you have restored a copy of the VM to the
replica server. The restored VM will be used as the initial copy. For this how-to, we are going
to select the default option, "Send initial copy over the network™. At the bottom of this
section of the wizard, select whether you would like to start replication immediately, or start
at a specific time. Select "next" to continue.

- The "Completing the Enable Replication Wizard" section will appear. This page provides a
summary of the options that you selected in the previous sections of the wizard. Click
"Finish™ to start the initial replication.



Step 3: Monitor Initial Replication:

=F| Hyper-V Manager
File Action View Help
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- After you have started the initial replication, you can monitor the replication status in
Hyper-v Manager.

- Select your Hyper-v Host in the left pane, and your VM's will appear in the right pane.
Within the "status"” section of the VM on the right, it should state "Sending Initial Replica"
and provide a completion percentage for the VM that you just configured replication.

- If you select your replica host from the right pane, the status for the VM will be listed as
"receiving initial replica™ and it should provide the same percentage that your Hyper-v host
displays.

Step 4: Monitor Ongoing Replication:

Replication Type:  Primary Current Primary Server: local
Replication State:  Replication enabled Current Replica Server: local
Replication Health: Nomal Last synchronized at: 10/3/2013 10:28:44 AM

Summary | Memory | Networking | Replication

- After the initial replica has completed, you can monitor the ongoing replication health from
Hyper-v Manager.

- From Hyper-v Manager, select your Hyper-v Host from the left pane. Your VM's will
appear in the right pane.

- Select the VM from which you configured replication.
- At the bottom of the Hyper-v Manager window, select the "Replication™ tab.

- If replication is occurring successfully, your replication health will be listed as "Normal™.
The replication tab will also display the last synchronization.

- Hyper-v replication can also be monitored by Microsoft System Center Operations Manager
2012.

Sign:




Practical No 2: Provisioning Self-Service using App-
Controller.

a) Deploying a new virtual machine running Windows Server
2012 Data center edition to Windows Azure cloud. (Should be
performed Online)

How to create the virtual machine:

This section shows you how to use the Preview portal to create a VM, using Windows Server
2012 R2 Datacenter as an example. You can use Azure's default settings for most of the
configuration and create the VM in just a few minutes.

1. Sign in to the Preview portal.

2. On the Hub menu, click New.

Microsoft Azure
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3. In the New blade, click Compute, and then click Windows Server 2012 R2 Datacenter.
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4. On the Create VM blade, fill in the Host Name you want for the VM, the administrative
User Name, and a strong Password.



Create VM

WINDOWS SERVER 2012 R2 DATACENTER

Host Name

AZUrevIm

User Name

aZureuser

Password

PRICING TIER >
Basic A1
OPTIONAL CONFIGURATION >

Network, storage, diagnostics

RESOURCE GROUP >
Group-5
SUBSCRIPTION >
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LOCATION S
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v Pin to Startboard



5. Review the default settings, such as the Pricing Tier and Optional Configuration. These
choices affect the size of VM as well as networking options such as domain membership. For
example, to try out Premium Storage on a virtual machine, you'll need to pick a region and
size that supports it. For your first virtual machine, the defaults are usually fine.

6. When you're done reviewing or updating the settings, click Create.

7. While Azure creates the VM, you can keep track of the progress in Notifications, in the
Hub menu. After Azure creates the VM, you'll see it on your Startboard.
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How to log on to the virtual machine after you create it:

This section shows you how to log on to the VM so you can manage its settings and the
applications that you'll run on it.

1. If you haven't already done so, sign in to the Preview portal.
2. Click your VM on the Startboard. If you need to find it, click Browse and then click
Virtual machines. Then select your VM from the list.
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3. On the VM blade, click Connect at the top.
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Running
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Remote...
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4. Click Open to use the Remote Desktop Protocol file that was automatically created

for the virtual machine.

5. Click Connect to proceed with the connection process.
6. Type the user name and password of the administrative account on the virtual

machine, and then click OK.

7. Click Yes to verify the identity of the virtual machine.
You can now work with the virtual machine just as you would with any other server.

b) Deploying a new virtual machine running Windows Server
2012 Data center edition to Hyper-V using App-Controller &
f) Deploying a Virtual Machine in App Controller

Log on to the App Controller website, which takes the form https://<App Controller Server>.
Next, choose the Settings navigation node and the Connections child navigation node.
Choose the Connect, SCVMM action, as shown in Figure 1.
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Figure 1: Connecting App Controller to VMM

Once you are connected to VMM you will have access to all the Virtual machine and can also
deploy new Virtual machines.
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c) Creating a Service Template & d) Deploying a Service and
Updating a Service Template

Create a service template in VMM

Follow these steps in System Center 2012 VMM to create a service template. A prerequisite
is that you have defined VM Templates for each VM application role that you want to add to
the service template. Also you need to have created a private cloud in VMM with resources
available to match those required by the VM Templates. These prerequisites will allow VMM
to match application VVMs to fabric resources that will support them.

1. Navigate to the Library space and click the Create Service Template button in the
ribbon.

2. Select one of the predefined service templates and press OK. (See Figure B.)

3. Observe your list of VM templates on the left side of the designer (see Figure A, VM
Templates tab).

4. Drag VM templates into the designer canvas to add VMs to that tier. Alternatively,
drag a VM template onto a tier to replace the default settings for that tier.

5. Add hardware load balancers and logical networks to the designer canvas. Use the
connector button in the ribbon to connect network interfaces.

6. Press the Save and Validate button in the ribbon when done, then exit the designer.

Figure B:
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Creating a service template in in the VMM Library space.



Use a service template in App Controller:

App Controller should be connected to our on-premise VMM server for access to our private
cloud resources, as well as connecting to Azure for management of our public cloud
subscriptions. Now that we have defined a service template, we can use App Controller to
actually launch the application deployment to our private cloud.
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App Controller: Self-service deployment of an application using a service template.

Figure C from the App Controller web portal lists the same Two Tier Application template
seen in the VMM template designer in Figure A. Here are the steps to deploy the application
with App Controller:

1. From the App Controller Library space, select Templates, then select the template of
the application you want to deploy, and click on Deploy in the templates menu.

2. You will be presented with a screen to select which private cloud to deploy the
application to, then a graphical representation of the application you are about to
deploy as seen in Figure D.

3. Click the Deploy button and VMM will start to execute your instructions and deploy
the application to the fabric.




Figure D:
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App Controller: Graphical depiction of the application you are about to deploy.

Figure E below shows the progress of VMM as the jobs are executing. These are the jobs to
deploy the application to the private cloud selected by the user with App Controller.

e Two VMs (ServiceVMO00001 and ServiceVMO00002) have been automatically named
and placed (one VM each) in two host clusters in the private cloud.

o Inthe design of this application, the network of the host cluster matches the network
fault domain the VM is assigned to.

e The fact that both the VM Templates and the host clusters in the private cloud have
"LAN A" and "LAN B" associations permits VMM to intelligently distribute the VMs
to host clusters that preserve the isolation between the fault domains.



Figure E:

I Administrator - Virtual Machine Manager

x E &3 Poviershell
[£] 30bs

Restart Cancel Load All

» |
ok

Jobs 6 PRO
Job View Window
Jobs < Jobs - recent jobs (55)

U Jobs 2
Start Time Result Name
@ Create Service Instance (LTI 72 % 4/6/2012 3:40:31 PM Two Tier Application Te... ODYSSEY\Jloyner
¢ Update placement of a service Completed 4/6/2012 3:40:24 PM Two Tier Application Te... ODYSSEY\JJoyner i
) Modify existing VM deployment configuration Completed 4/6/2012 3:40:23 PM ServiceVM00002 ODYSSEY\JJoyner
@ Modify existing VM deployment configuration Completed 4/6/2012 3:40:22 PM ODYSSEY\JJoyner
@ Create a new service configuration Completed 4/6/2012 3:40; Two Tier Application Te... ODYSSEY\JJoyner

P Create Service Instance v
Step | Name / /Status | Start Time | End Time
» =1 Create Service Instance (NEEEEEEE 72 % 4/6/2012 3:40:31 PM
V] 11 Update placement of a service Completed 4/6/2012 3:40:32 PM  4/6/2012 3:40:37 PM
V] 1 Evacuate highly available vMs Completed 4/6/2012 3:40:38 PM  4/6/2012 3:40:39 PM
» =13 Create group of virtual machines MR 16 % 4/6/2012 3:40:39 PM
» B13.1 Parallel execution step R 16 % 4/6/2012 3:40:39 PM
> B 1311 18 % 4/6/2012 3:40:39 PM
#¥ VMsand Ser... > B 1.3.111 Create virtual machine 18 % 4/6/2012 3:40:40 PM
- ¢ V] 13.L.111 Create virtual machine 4/6/2012 3:40:45 PM  4/6/2012 3:40:59 PM
S talic » 1.3.1.1.1.2  Deploy file (using BITS over HTTPS): 0 of L#fes (2.00 GB/7.69 GB) time remaining 00:10:42 26 % 4/6/2012 3:41:00 PM
& Ubrary » B 1.3.1.2 15 % 4/6/2012 3:40:39 PM
= » B 13.1.2.1 Create virtual machine 15 % 4/6/2012 3:40:40 PM
D Jobs V] 1.3.1.2.1.1 Create virtual machine Completed 4/6/2012 3:40:56 PM  4/6/2012 3:41:04 PM
[ Settings » 1.3.1.2.1.2  Deploy file (using BITS over HTTPS): 0 of 1 files (939.27 MB/7.69 GB) time remaining 00:27:19 [ 11 % 4/6/2012 3:41:05 PM
Summary Details | Change Tracking |
i Ready 4

Watching the progress of deploying the two-tier application in the VMM console.

e) Configuring App Controller

App Controller provides a self-service experience for deploying and managing virtual
machines (VMs) and services in cloud environments. The self-service experience provided by
App Controller through a web browser is consistent across all types of clouds, including
private, public, and hosted clouds. This capability makes App Controller the ideal platform
for implementing the hybrid computing model.

Installation of App Controller

e Prerequisites
» Installing VMM Console

» Creating Self-Signed Certificate in IIS



e Installation

App Controller Setup I;‘i-

Microsoft System Center 2012 R2

App Controller

Release Notes

0 You might have to restart the computer after you install Installation Guide
App Controller,

Use Microsoft Update to check for updates to App App Controller Online
Controller Setup.

System Center Online
Bead the Update Services privacy statement

Standalone components

Install standalone components.

l::} Install Windows Powershell module for App Controller

Close
& Copyright 2013 Miorosoft Corporation. Al ights reserved.

App Controller Setup -

Getting Started
-—

Review the software license terms

MICROSOFT EVALUATION SOFTWARE LICENSE TERMS -
MICROSOFT SYSTEM CENTER 2012 R2 STANDARD

These license terms are an agreement between Microsoft Corporation {(or based on where you live, one of its
affiliates) and you. Please read them. They apply to the evaluation software named abowve, which includes the
media on which you received it, if any. The terms also apply to any Microsoft

+ updates,

+ supplements,

+ Internet-based services, and

* support services
for this software, unless other terms accompany those items. If so, those terms apply.
By using the software, you accept these terms. If you do not accept them, do not use the software.
As described below, using the software also operates as your consent to the transmission of

certain standard computer information for Internet-based services. -

Read cur privacy statement

| have read, understood, and agree with the terms of the license agreement

S S < Previocus | | Next > | | Cancel |




Configuration

Select the installation path

Path:

CA\Program Files\Microsoft System Center 2012 R2\App Controller
Free disk space: 56.84 GB
Required disk space: 50.00 MB

2 2012 Microsoft Corporation. All rights resemnved.

Configuration

Configure the services

Select an account under which to run App Controller services. You can use the Network Service account or a domain
account.

@ Metwork Service account
) Domain account

Domain and user name:

Password:

Specify a port for App Controller to use for its internal communication
Porkt:

18622

= 2013 Microsoft Corporation. All rights resensed.




Configuration

Configure the website

Specify the binding settings you want to use for the App Controller website.

Type: IP address: Port:
HTTPS |§A.Ilunassigned |'§| 446

) Generate self-signed certificate

(@) Use existing certificate:

| cLouDDC.CLOUDAD.com

& 2013 Microsoft Corporation. All rights resenved.

Configuration

Configure the SQL Server database

Server name:

CLouDDC

Instance name:
| MSSQLSERVER

Database name:
AppController

& 2013 Microsoft Corporation. All rights resenved.




Configuration

Help improve App Controller for System Center 2012 R2

Customer Experience Improvement Program

The Customer Experience Improvement Program (CEIP) collects data about your use of Microsoft applications to identify
possible improvements for Microsoft products.

) Yes, | am willing to participate in CEIP
@ Ng, | am not willing to participate
Read the Customer Experience Improvement Program (CEIP) privacy statement

Microsoft Update

Read the Update Services privacy statement

& 2013 Microsoft Corporation. All rights resenved.

Configuration

——— |

Confirm the settings

Installation location:
C:\Program Files\Microsoft System Center 2012 R2\App Controller

Service account:
NT AUTHORITYA\NETWORK SERVICE

Communication port:
18622

Website:
https://clouddc.cloudad.com:446/

SOL Server instance name:

CLOUDDC

S0 Server database name:

AppController

551 certificate:
CLOUDDC.CLOUDAD.com

CEIP opt-in:
Mo

hirrmcnft | Indate and-ine

2 2013 Microsoft Corporation. All rights reserved. < Previous | |’ Install | |




Install

Installing components

* Server Core components and services
Website 11S website and firewall settings
Database SQL Server database and SQL Server Agent jobs
Windows PowerShell Windows PowerShell module

Completing installation Registration and start-up

Installing components

Executing M3

& 2013 Microsoft Corporation. All right=s resernved.

Finished
—————

Setup completed successfully

Review the installation results. For detailed information, review the Setup logs.

OSenmr

o Website Release Notes

() Database Installation Guide

i) Windows PowerShell )
App Controller Online
0 Completing installation

System Center Online

View logs

App Controller website URL:
https://cloudde.cloudad.com:446/

Start the App Controller website when Setup closes

2 2013 Microsoft Corporation. All rights resenved.




JplClose

Microsoft System Center 2012 R2

App Controller

Enter your credentials to sign in

User name:

Password:

© 2013 Microsoft. All rights reserved,

SignIn

T

Activate Windows
Go to Action Center to activate Windows.

pp Controler

&> C [ﬁhttps://c\ouddc.cloudad.com:4-46

e

Microsoft System Center 2012 R2

5 Clouds
X Seniices
2 Virtual Machines.
B Library
Jebs
b [ZSettings

App Controller
Hi Signout Help
Overview
Q3 lastrefresh: 35833 PM [
Status

Private Clouds

Public Clouds

Hosting Service Providers

8 Connect a Virtual Machine Manager server and clouds

Next Steps

Common Tasks

el Connect a Windows Azure subscription

Online Help

1 Add an external service provider connection

Connect a Virtual Machine Manager server and clouds
Connect a Windows Azure subscription
(] Add a network file share

Community

System Center Blogs

¢ Obtain a Windows Azure subscription
37 Use network fle shares for templates and resources
3% Manage private cloud quota
Manage services
Create service templates
W Add a service template to a cloud
8, Moving from virtual machines to services

Recent Forum Posts

RSS feed is empty

Loading..

™

Activate Win
Go to Acti

ndows.

© 2013 Microsoft. All ights reserved, Privacy  Send feedback to Microsoft
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Practical No 3: Managing Private cloud with App
Controller.

a) Deploying a new virtual machine.
To deploy a new application workload to an existing private cloud using System Center

2012 R2 App Controller, complete the following steps:
1. Click the Clouds page and then right-click the private cloud to which the new application

workload should be deployed and select the Deploy option shown in Figure 2-14.

App Controller

o Microsoft
-~ System Center2012 iy _
- Hi, KeithMayer.com Sign out Help
& Overview Clouds (3)
Clouds e B | ;
Connect ¥  Deploy VMM Server | _ 53 ® i U Lastrefresh:8:19:11 AM
"1& Services - 2
Name Connection Name Description Subscrip

5 Virtual Machines

&= Library 4Connection Name: My Private Clouds
[j Jobs E Developer Sandbox = -
2 ) Deploy
- 7~ Settings B Disaster Recovery Cloud
Connections [& Keith's On-Premise Cloul. ks Ut b5

¥ Subscriptions

%2, User Roles

FIGURE 2-14 A new workload can be deployed to a private cloud.

2. From the right-click menu, select Deploy to launch the New Deployment dialog box, as

shown in Figure 2-15.

<= Copy URL to clipboard X

New Deployment

PRIVATE CLOUD
Developer Sandbox

@ TEMPLATE
Ge) Select a template...

50 1 150 Deploy Cancel

FIGURE 2-15 Use the New Deployment dialog box to select a template.



3. On the New Deployment dialog box, click Select A Template and select the appropriate

VM Template or Service Template previously defined in System Center 2012 R2 VMM

(see Figure 2-16). VM Templates are used to specify a template configuration for a

single VM being deployed to a private cloud, whereas Service Templates can include

a template configuration for more complex multi-tier applications that can involve

multiple virtual machines, applications, virtual networks, and load balancers as part of

a single template.

Choose a template

available quota for the cloud.
Location: My Private Clouds\Developer Sandbox

MName Type Release
E Blog Engine Web App Service 2.7

f Blog Engine Web App Service 2.7.1

E Blog Engine Web App Service 2.8

: Gold Application Server Image Virtual Machine

: Gold Web Server Image Virtual Machine

: Intranet Web Server Template Virtual Machine

%] Intranet Web Site Application Service new

Date Modified

3/22/2013 3:14 PM
3/25/2013 1:35 PM
3/22/2013 5:46 PM
7/25/2013 T:44 AM
6/24/2013 9:29 PM
6/24/2013 9:29 PM
3/22/2013 5:19 PM

Filter:

Virtual Machines

1

CPU  Memory

2
4
4

2043 MB
8192 MB
8192 MB
512 MB
2048 MB
2043 MB
2048 MB

Storage
127 GB
254 GB
254 GB

60 GB
127 GB
127 GB
127 GB

The available quota after the deployment is displayed for the selected template. You cannot deploy a template that exceeds the

Custom Quo

oK
LK

Cancel

FIGURE 2-16 You can select a template from the Choose A Template dialog box.

4. After selecting the desired template for deploying a new workload, click OK. This will

return to the prior New Deployment dialog box where you’ll be presented with options

to configure the settings for this new deployment, as shown in Figure 2-17.




== Copy URL to clipboard X

New Deployment

PRIVATE CLOUD
Developer Sandbox

j"‘ﬁ SERVICE
53 Configure...

MACHINE TIER =
Blog Engine Web Server...

H INSTANCE
<~ Configure...

INSTANCE
& Configure...

50 | 150 Deploy Cancel

FIGURE 2-17 Use the Configure Settings from the New Deployment dialog box to configure
the deployment.

5. On the New Deployment dialog box, click Configure in the SERVICE box to configure the
general configuration properties for this new application workload. This will display the
Properties page for the new service, or application workload, being deployed to the selected
private cloud (see Figure 2-18).

’& Properties of Blog Engine Web App service

Shenall General
General
Service name: 4

Blog Engine Web App 01

Description:

Single Computer Tier Pattern

Priority:

| Normal -

Cost center:

‘Ma rketing|

OK Cancel

FIGURE 2-18 Configure the properties of the new service.




6. In the Properties page, enter a Service name for the new service being deployed, and
optionally assign a Description, Priority, and Cost Center. Click OK to save this
configuration information for the Service and return to the New Deployment dialog box, as
displayed in Figure 2-19.

=) Copy URL to clipboard X

New Deployment

PRIVATE CLOUD
Developer Sandbox

,/‘B SERVICE
: Blog Engine Web App 01

|

MACHINE TIER
Blog Engine Web Server...

INSTANCE
Configure...

INSTANCE
Configure...

50 L 150 Deploy Cancel

FIGURE 2-19 A summary of the new deployment showing the configured service.

7. Similarly, to configure each VM in each Machine Tier of the service being deployed, click
each Configure in the INSTANCE box in the New Deployment dialog box to enter virtual
machine configuration settings, if required by the template being used for deployment (see
Figure 2-20).



Properties of new virtual machine

-

Show all Name and description

Name and description

Virtual network adapters Virtual machine name: *
Blog Engine Web Server Image - Machine Tier 1-f3103952-ef37-4628-a3e4-b

To generate a computer name, enter * only.

Computer name:

Description:

Operating system:

64-bit edition of Windows Server 2012 Standard

Memory:

4096 MB
Dynamic memory: Disabled

OK Cancel

FIGURE 2-20 You can set the name and description in the Properties Of New Virtual
Machine page.

8. For the Service Template that is being used in this example, all VM properties have been
completed automatically by the template, so there’s no additional configuration information
needed. Click OK to return to the prior New Deployment page.

9. To deploy the new application workload to the selected private cloud, click Deploy.

Depending on the complexity of the Service Template or VM Template being deployed to a
private cloud, the deployment process can require several minutes to complete. While the
deployment is being processed, the Jobs page on the App Controller portal can be used to
confirm the status of in-progress jobs. When all jobs associated with the new deployment are
displayed with a Completed status, the new application workload will have\ been successfully
deployed, as shown in Figure 2-21.

After the successful deployment of the application workload to the selected private cloud, the
Services and Virtual Machines pages in the App Controller portal can be used to confirm
workload status and manage the deployed workloads, as shown in Figure 2-22 and Figure 2-
23.



“';\ Microsoft
- System Center2012
4 Overview Jobs (14)
Clouds
Show all
$ Services
Job

2 Virtual Machines

& Library Start virtual machine
[Z] Jobs Start virtual machine
4 [/ Settings Add network file share

“5 Connections

Import VMM library server certificates

App Controller
Hi, KeithMayer.com Sign out Help

Q }j} l4es| Last refresh: 9:14:49 AM
Target Status
BLOGENGO02 Completed
BLOGENGO1 Completed
\\CAFSCO1\HVCVMStorage Completed

kemlabvmmO01.kemlabdom01.keithmayer.c.. Completed

¥ Subscriptions Add connection My Private Clouds Completed
3?) User Roles Delete network file share \\cafscO1\HVCVMStorage Completed
Delete connection KEMLAB On-Premise Completed L
< | J >
Add network file share
=] Copy Job Details to Clipboard
Status: Completed Command Parameters (1) v
Sub status:
Duration: 00 hrs 00 mins 00 secs
Owner: KEMLABDOMO1\Administrator
Location: (Not applicable)
FIGURE 2-21 The App Controller Portal allows you to view the Jobs page.
T Microsoft: App Controller

N

_ System Center2012

Hi, KeithMayer.com Sign out Help

& Overview
' Clouds

$ Services

2 Virtual Machines

= Library

E] Jobs

[/7] Settings
5 Connections
L Subscriptions

82, User Roles

&7 BLOGENGO1

S iNsTANCE
&’ BLOGENGOZ

A NETWORK
f’!! LABNET

Last refresh: 9:28:11 AM

All Deployed Services (1) Enter
Deploy Open Diagram Start Stop = 33 - Q lful )
Name P’ Status Virtual Machine Status
ﬁ Blog Engine Web App 01 OK Running
L6 J
Blog Engine Web App 01
Status: OK SERVICE
: Blog Engine Web App 01
Service type: System Center
Service template release: 2.7
Owner: MACHINE TIER
Blog Engine Web Server...
SN INsTAnCE

FIGURE 2-22 You can view all Deployed Services in a private cloud.




T, Microsoft App Controller

- System Center2012 o _

= Hi, KeithMayer.com Sign out Help
4 Overview Virtual Machines

Clouds ] . ’ . 5
A Deploy Open Diagram Properties Shutdown  _ g | l des| Last refresh: 9:33:31 AM
#¥ Services .
= Virtual Machines Name Status Cloud Name Connection Name  Service Name = CPU Mg~
& Library - BLOGENGOT Running Developer Sandbox My Private Clouds  Blog Engine... 0%
[:| Jobs '_ BLOGENGO2 Running Developer Sandbox My Private Clouds  Blog Engine... 0% 3

4 [/ Settings b »
Connections BLOGENGO1
7 Subscriptions
Status: Running o, SERVICE

2, User Roles Blog Engine Web App 01

Computer name: BLOGENGO1
Operating system: 64-bit edition of Windows...

Processors: 2
MEERE Z _GB W MacHINE TIER —
Dynamic memory: Disabled W EBlog Engine Web Server...
VM Network: LABNET
Date modified: 8/12/2013 3:38 PM W NSTANCE
» BLOGENGO1
Owner: g

METAMEE

~  BLOGENGO2

NETWORK
LABMET

FIGURE 2-23 You can view the deployed Virtual Machine instances in a private cloud.

b) Adding Virtual Hard Disks and integrating it with VMSs.

To upload a virtual hard disk or image to Windows Azure
1. Onthe Library page, expand the Windows Azure node.

2. Expand the Windows Azure subscription to the Windows Azure storage account in
which the destination container is located.

3. Do one of the following:

o Toupload a virtual hard disk, select the Disks folder and click Add in the
taskbar.

o Toupload an image, right-click the Images folder and click Add in the
taskbar.

4. Specify the file share, VMMlibrary, or Windows Azure storage container from which
you want to retrieve the source disk or image.

5. Do one of the following:

o Foravirtual hard disk, specify the operating system that is installed on the
disk. If no operating system installed, select None.



o [Foradisk image, specify the operating system that is installed on the image.

Click OK.

$Er, Microsoft

- _ System Center2012

App Controller
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4 Overview Images
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¥ Subscriptions & Images
H2, User Roles || itprocontent
4 || kemlabvmstorage
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|| portalvhdsz0995j6952nh

4 _? My Private Clouds
E Templates
> Developer Sandbox
Disaster Recovery Cloud

Keith's On-Premise Cloud

Q fi &

Name

17 03f55de797546a1b29d1bBdE6be6AT ...
17 0b11de9248dd4d87b18621318e037d...
<% 0b11de9248dd4d87b18621318e037d...
57 0b11de9248dd4d87b18621318e037d...
% 0b11de8248dd4d87b18621318e037d...
17 0b11de9248dd4d87b18621318e037d...
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You can manage disks and images from the Library page.
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Practical No 4: Using Data Protection Manager for Backup
and Recovery.

a) Creating a new protection group from the Protection
workspace.

Create Protection Groups

Protection Groups are groups of servers that are configured to backup at certain times. This
allows you to segregate server types and backup systems in various groups.

[ System Center 2012 DPM Administrator Console 18] x|

File Action View Help |

3 - ) 5 |.'__,T i I,.:.\.I |/5\'. A
L . ml = g = (B @
New Selfservice Tape catalog | Recovery point Check  Options About Help
recovery retention status updates DFM
Protecti Manage Reports Options Help
4 Data Source Health Groupby: & Protectiongroup ' Computer
& Critical (0) Search list below 2 j ™ Search in details also (Slow)

@ ok Protection Group Member < Type I Protection Status I
Ay Warning (0}

All Protection Groups
Mo protection group has been created

Before you start protecting data. DPM recommends that you do the following:
1. Add digks to the DPM storage pool, unless you want to use custom velumes.
2. Install a protection agent on each computer that you want to protect.

3. Install a tape library if you want to use tape-based protection.

Need help getting started?

Details:

g Monitoring
2

| 7H Recovery
|;|.| Reporting

,
L8, Management

o] & &5 6 ]



=17 x|

Help |

File  Action  View

b a4

) Create New Protection Group 5[
New Self service
recovery Select Protection Group Type
Protecti

Man E

4 Data Source Health

Select what kind of computers you would like to setup protection for.

Steps: —
€ Critical (0} Wel YYou can create two kinds of protection groups. Select one of them below Iso (Slow)
e —
Ay Warning (0) # Select protection group type & Servers

____________________________________ @ Select group members Select this option for backing up file servers and application servers. Before selecting this option, ensure that the DPM

protection agent is already installed on the target server. These computers must be online at the time of corfiguring

All Protection Groups @  Specify protection rules protection. You will need to select the specfic resources you want to backup.
@ Select data protection
method " Clierts
@ Selact shorttem goals Select this option for backing up data from laptops and desktops. You can inetall the DPM protection agent after completing
B the corfiguration on the DPM server.
4 oC:t?::: consistency check @ To configure secondary protection for laptops and desldops, select the Servers option
@ Summary
@ Status

g Monitoring

j Protection

Eﬁij‘ Recovery
<Back [ Nex> Cancel Help
Reporting
% Management
| E =2 a 03:43
-5 i& E = ‘ = i 01/08/2012 ~
=S
3 rr[‘_—;:_i 5 s ~
i\ -
. %5 Create New Protection Group x|
Selfservice
recovery Select Group Members.
Protecti.. Man E Select the data that you wart to protect
4 Data Source Health Steps:
€3 Critical (0) - To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the Iso (Slow)
9 OK () @ Welcome directory structure, and clearthe check box of the folder. TRl
A Warning (0) & Select protsction group type &y:;gﬁ;ﬂ%:eeme data source you want to protect in the tree below, click the following link for a list of unsupported |
____________________________________ « Select group members Unsupported configurations
All Protection Groups @  Select data protection [~ Availabl b — Selected b
method
Selected Members | Computer |
@ Select shorttem goals
23 Al Shares \DCO1LABC-TRAINING... DCD1ABC-TRAINING.ac...
¢ ﬂ‘l’::: cansisiency check % Al Volumes 1\DCO1ASC-TRAINING... DCOLABC-TRAINING.aC..
System Fretection \DCO1.ABC-TRAINING. . DCO1ABC-TRAINING.ac..
@ Summary DPM1
=4} DCO1.ABC-TRAINING.acC...
@ Stelus Computer\SystemProt... DCOLABC-TRAINING.ac...
Computer\SystemProt... DCO1LABC-TRAINING.ac...
Remove |
g Monitoring
Excluded folders: 0 Vew
_f_hﬁ Protection Excluded file types: 0 Exclude Files ...
Eﬁs&‘ Recovery
Back | Net> | Cancel Help
Reporting
@ Management
f}smrt| a == * P LEEE
i [ 01/08/2012 —




Review Disk Alocstion
E Review the sorage pool dek space allocated for this protection group.




Rep Method
To protect the data you have selected, you must initially copy the selected data to the Data Protection Manager computer.
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) Create New Protection Group 5[
New Self service
recovery Summary
Protecti Man E DPMis ready to create the Domain Controller protection group.
4 Data Source Health Steps:
g Critical (0} : Review the settings, and then click Create Group to create the Domain Controller

Izo (Slow)
Welcome protection group
Protection group members: |
Select protection group type Ch
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the actions pane.

g Monitoring

Protection
Eﬁi‘ Recovery

Reporting

@ Management
e B A S [ 0] P EG

stem Center 2012 DPP =S
File Action View Help |

<Back |[ CesteGop | Cancel Help

A I 5 ) ~
IL—:l }"ﬂ ? | ::f‘ll‘]l |
ol B x4
ew service
Tecovery Summens
Prtct. O R o perormane: x4
Metwark
4 Data Source Health Steps: _Nm]k
€3 Critical (0) Iso (Slow)
@ ok @ Welcome [w Enable onthe-wire compression :I
@ Select protection | —
A\ Warning (0}
— Synchronization start time

.................................... @ Select grOUp MEM | g nization start time can be used to optimize performance of a protection group and

All Protection Groups @  Select data protec secondary protection of another DPM server. Click Help to leam mare.

method By default synchronization jobs in DPM start everyday at 12 AM and repeat as perthe
@ Select shottem ¢ specfiied synchronization frequency throughout the day.

@ Review disk alloc: i B el I DE: Fos

@ Choose replica cre I 03: minutes:
method

Offset cannot be greater than synchronization frequency.
@ Choose consisten

options Synchronization frequency:  Every 60 minutes =
 Summary Synchronization starts at: 00:00 Everyday _;I_I
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Y System Center 2012 DPM Administrator Console

== x|

@ Select short4em goals
@ Review disk allocation
@ Choose replica creation
method
& Choose consistency check
options
@  Summary
@ Status
8 Monitoring
5. Protection
[—Ef Recovery

=] Reporting

- . i 1 = 2 A | =
2| @ @ | . &L =r |G (D
o & Create New Protection Group |
New Belfservice
recovery
Protect... Man E Status
4 D;a Source Health Steps: T
Critical {0} Iso (Slow’
@ oK () @ Welcome Task - [ Resuts I It 3
. Create protection group: Domain Controller Perfarming...
Ay Warning (0} @ Select protection group type P group g
Allocate Replica For Computer\System Protection Performing...
____________________________________ @ Select group members
Allocate Replica For C:\, Creating...
All Protection Groups @ Select data protection
method

@ DPM does notpmhectrepﬂsemntsfundmﬁlesysm if you have selected volumes or folders in this protection

group, all data except reparse points

is protected
Read "Select Group Members” page uf DPM 2012 Help fer more details on unsupported data,

Close

g Management

e I S [C 4 * G oy
b) Performing a recovery from the Recovery workspace.
i
Select Group Members.
b Select the data that you want to protect
Steps: To choose the data to protect. select the check baxes in the Avalable memb . To exciude a folder. expand the
@ Weicome directory structure, and clear the check box of the folder.
@ Select prot pe—— lm&m*hd&mmmmmnhmm.“hmmha&ofum:wo'bd
« Select group members
@ Select data protection ~ Selected memb
cnd Selected Members [ Computer ]
@ Select short tom goals c:\ DC10.test.local
e mwwm Computer\System Prote._. DC10.test.local
Computer\System Prote... DC10.test.local
< Summary
¢ Swatus

<

)& System State {ncludes Active Direct

DPM10

Hemove l
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On the test.local domain we need a complete backup of the Domain Controller

Protection Group Member | Type | Protection Status b
/&)@ Protection Group: Data Protection Manager Config DB (Total members: 6)
= 3 Computer: DPM10.test.local
| DPM10\MSDPMVABETAEVAL\DPMDB SQL Data @ oK |
DPMIO\MSOPMVABETAEVAL\master  SQL Data IR G Perfom consitency heck..
 DPM10\MSDPMVABETAEVAL\model SQL Data 9ok [ m—"
DPM10\MSDPMVABETAEVAL\msdb SQL Data DI x| Svoprotsctinofmenber..
 DPM10\MSDPMVABETAEVAL\ReportServe... SQL Data 90K : ”hwlw
| DPM10\MSDPMVABETAEVAL\ReportServe... SQL Data oK E Mﬂmm
=(&)@ Protection Group: Domain Controllers (Total members: 3) 83 Resume dsk badups... .
= 3 Computer: DC10.test.local {ii  Resume tape backups...
G\ Volume oK .. Recovery point status... b
[ CreateNewProtecionGroup

Select Group Members.
E Select the data that you want to protect.

: To choose the data to protect, select the check boxes in the Avalable members section. To exclude a folder, expand the
@ Welcome directory structure, and clear the check box of the folder.

@ Select protection group type mhwmmmMMhhmm.d&hMﬁfaahduw

¥ Select group members Unsupported configurations

@ Select data protection — Avalable members — Selected members
hod B3 <
" e @ 3 DCI0 Selected Members | Competer
Select goals = B DPM10 DPM10\MSOPMV4BETA .. DPM10.test.local
@ Choose consistency check % [z M Shares DPM10\MSOPMV4BETA... DPM10.test.local
& (o Al SQL Servers DPM10\MSOPMVABETA . DPM10.testlocal
@ Summary -4 (Auto) DPM10\MSDPMV4BETAEV)

“ Dl:’ Al Volumes DPM10\MSDOPMV4BETA... DPM10.test.local
N[ System Protection DPM10\MSDPMV4BETA . DPM10.test.local
DPM1I0\MSDOPMV4BETA.,, DPM10.test.local

¢ Status

¥

E

And we will need the configuration database for Data Protection Manager

x|
Selected: DPM10\MSDPMV4BETAEVAL\DPMDE. DPM10\M...

Recovery point creation options
A full backup will be created for the protected member. The latest recovery
point on disk will be backed up to the tape. The library to be used is
configured in the protection group settings.

Library to be used: Firestreamer Media Changer-2
Available free tapes: 10

[T ok | caca | hHeo |
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After creating the Protection Groups create a manual recovery point to tape , both for the
domain controller and the Data Protection Manager configuration database

e — R — ————
)= |1~ Computer ~ Local sk ) ~ Dota v £ [sexchoas 2]

Organize v  Incudeinlbrary v  Sharewsth v New folder = > e

4 Fovortes tome |ostemadted | 1ype |- |
Bl Desktop | BLYPAXYFXGK_10000000012. farm 11/27/2011 11:01PM  FSRM Fie 5,110,784 K8
&% Oowriosds || BLYPAXYFXGK_1000000000Y. farm 11/29/20119:35PM  FSRM File 5,110,656 KB
4 AR P L] BLYPAXYFXGK_10000000010.fsrm 1/29/20119:31PM  FSRMFie 5,110,656 KB

o Ubearies | BUYPAXYFXGK_10000000011, farm 11/27/2011 11:04PM  FSRM Fie 3,856,896 ¥B

D Cocanents || BLYPAXYFXGK_1000000000X. farm 11/29/20119:35PM  FSRMFie 543,616 KB
o Music | BLYPRXYFXGK _ 10000000002, fsren 11/29/20119:31PM  FSRM Fie 543,616 KB
= Ptures | BUYPAXYFXGK _10000000013, farm 11/27/2011 10:34PM  FSRM Fie 25,3120
B videos || Ok.femap 11/27/2011 10:21PM  FSMAP File 1¥B

For testing | am using Cristalink brilliant Virtual Tape Library for Data Protection
Manager http://www.cristalink.com/fs/ , so here the backup is located on 3 virtual tapes.

F Virtual Machine Viewer - DCTEMP10 on server hvOZ.demo.local

E‘ Server Manager
Fle Acton Vew Hep

==md

Server Manager (DCTEMP10)
% 3 Roles

@ & Featres

+ ’ Diagnostics
# i Configuration
s 5% Storage

a Get an overview of the status of ths server, perform top management tasks, and add or remove s

~ Server Summary

~ Computer Information

Full Computer Name: OCTEMP 10. temptest.local
Domain: temptest local
Local Area Connection: 172.16.1.19, IPv6 enabled

We need a new domain to restore to until we can get the original production environment up
and running so here we created a new domain and is adding a Data Protection Manager
Server to the same domain.
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To simulate adding tapes from the library we use FileStreams Import feature Load From File

T ——
;* Acton View Meb
G|
(0 Fresveomer
Meds
e T
1 S/ LOOGR 16EuceRcs 1AE 11865430665 [ IR MR
Intial medss lyout:
1 of0 » ¥
» h Femedum  D\DATA\BLYPAXYPXGK_J000000000S fsm & 55GB r
| Srage st Flamedum  DADATABLYPAXYFXGK_Y000000000T fam 483G r
Rerage Flo medum D ADATABLYPOCYFXGK_1000000000W fem 4 23GB ]
| Seage st Flomedum  DADATA\BLYPOXYFXGK_1000000000Kiwm 4 22GE r
Storage st Fle medum DADATA\BLYPAXYFXGK_1000000000Y fem 4 22GB r
| Srage st Flemedum  DADATA\BLYPAXYFXGK_1000000000Zfsm 4 53GE r
| Sorage s Flemedum  DADATA\BLYPAXYFXGK_Y0000000010fem 4 53GE r
Storage st Fila medum DADATABLYPAXYFXGK_10000000011 fem 4 83GB r
B Ve Famedum  DADATA\BLYPAXYFXGK_10000000012fem  433GB r
Siorage siot Flo modum DADATABLYPOXYFXGK_10000000013fem 4 22GE ]

And then we can see the same tapes as we had before the wipe of the Domain Controller and
Data Protection Manager Server
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| Fle Acon View Heb
. W 2 { ”
% CE B B F = l) @ 7| @ @
Inventory Rescan  Refresh  Unlock  Rename Optenze  Disable Check  Optices About Help
door usage updates DPM
Lixartes Optors Hng
A I,n h hist below 5 _'] I~ Sess
. A Name - | Seatus | Tape Label | Barcode | offse.. | Daf
Unprotected 0 b. y - o
W@ Drives (n use: Ofidie: 1) S irvetory Rary
Upgrade avadable: 0 B Rescn
=@ Slots (Tape available: 10|Empty: 0) B Retesn

Disks Sotl  Tepeavalsble  Unkmown BLYPAXYFXGK_100000000 g0 ey eary door
Number of chiks: 0 ot 2 Tape avalable Unionown mp.:xvxxc(_moooooom.’ Sanasia By
Total capacity: OKB Sot3 Toape svadlable Unknown SLYNIVFXGK_IOOOOOOOO'.) Ouabie ibrary

Sotd Tape svaisble  Uniknown swwxvsxc»a(_woooooooJ B A taoe (15 pox

Sot 5 Tape available Unicnown BLVNXVFXGK_iOOOOOOOOld Optimize tape usage

St Tope available Uninown BLYPAXYFXGK_ 10000000002
Tokal Roearkes: 1 Sot7  Tepesvalable  Uniknown BLYPAXYFXGK_10000000010
Total drives: 1 Sot8  Tapesvaisble  Uninown BLYPAXYFXGX_10000000011
Vpes ready for olisker O Got9  Tapewalsble  Unimown BLYPAXVEXGK_10000000012

u ﬁm“%)

Inventory Library ‘ _X_l

Choose the type of inventory you want to perfform.

' Fast inventory
Only the barcode of each tape is read.

¢« Detailed inventory
Eadnq:eismtedonadiumdread

Sat | Cancel | Hep |

We then need to start a detailed inventory so we can see what’s on the tapes

[Search list below 50 x| T Search in details also (Slow)
Mame |Sh'h.|; ]Tapel.]bd |I |l |I |F I_:
Firestrea... Idle - MNone . .

2§ Slots (Tape available: 10|Empty: 0)
Slot 1 Tape available Free BLY...
Shat 2 Tape available Frae BLY.. .
Slat 3 Tape available Frae BLY...

4 T ilable Domain Controllers-00000006 S |
#ht *Em w - B remove tape (1€ port])... I
Slot 5 Tape available (Imported) Domain Controllers-00000005 5 J— .

Slot & Tape svailable (Imported) Domain Controllers-00000004 EN  view tape contents

Slot 7 Tape available (Importad) Domain Controllers-00000003 m Erase tape

Slot 8 Tape available {Imported) Domain Controllers-00000002 B Mark as dearing tape

Slot 9 Tape available ({Imported) Domain Controllers-00000001 E? Mark bape 8 fres

Slot 10 Tape available (Imported) Data Protection Manager Config DE-00000001 m Recatalog imported tape =

Detaile Slot 4
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After the detailed inventory have completed we need to Recatalog Imported Tape to add the
content of the tapes to the Data Protection Managers configuration database

‘5‘ DPM 2012 Administrator Console

| Fle Aton vem Heb

&« ';’? ;:g fﬂ | @ D
Recover Showall End-user Check  Cptions About Help
versions  recovery | updates oPM

Recovey Corfgre Optons Help
<
Browse Recovery points for: System Protection
fFier servers > =l Avadable recovery points ate mdicated in bold on the calendar.
4 i Extemal DPM Tapes 21 Select the date from the calendar and the time from the drop down kit for the recovery points that you want. Cick recover ]
4 33 testiccal pane to open the Recovery Wizard,
4 3 x10 ‘ . Recovery dote:  Newvember 29 2011
4 i) Ad DPM Protected Data |November v 2011 i N
L4 Syvtem Protection Recovery time | 802 PM(Tape) =
4 -4 All Protected Volumes
= Recoverfeom:  Tape Y
s G\ S
2 un Mon Tue Wed Thu Fri Sat
4 5 DPM10 12 X 4 S All tapes online  View tape ligt
41 Al Protected SQU Instances 6 7 8 9 10 1 12
N e AN A S RIS 13 14 15 16 17 18 19
20 a2 2 3 N 35 »
Search 7 = Bl »
4 Search Recovery Points
o Files and folders
od Exchange mailboxes Path: Al DPM Protected Data
$5 SharePoint i il - ,:—:-:-za:
I‘,m h G5t betow I ;I ™ Search in deta)
$ Monioring Recoverable Rem | Last Modified [ Size
| &= >
L System Protection = -
_ﬁ') Protection ‘(_L" Show ol recovery points
[ Recover...
9 Recovery

We then need to recover the System Protection from the tapes we did a recatalog on

% Recovery Wizard ) .5'

. Select Recovery Type
Lgn Select the type of recovery you want 1o pedom

Steps:
@ Review recovery selection
-,
@ Select recovery type (.  Copytoanetwork folder

@ Specify destnation m € Copytotave
@ Speciy recovery options This option copies the files to tape in a DPM lbrary.
¢ Summary

Only restore option for systemprotection is a network folder
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o Recovery Wizard

i _;,r* Recovery Status

# Review recovery sslaction

& Select mcovery type
& Specify destination
& Specify recovery options

Recovery status:  In progress._..
Start time: -
End time: -
Data transfered: -

You can now closs the Recowery Wizard and view the recovery status in the Monitorng (ask area.

And its time to start the restore

Dreoveywzad X
I_d" Recovery Status
Steps: Recovery status:  Successful
@ Review recovery selection  Stat time: 11/28/2011 10:32:37 PM
@ Select recovery type End time: 11/29/2011 10:37:22 PM
@ Speciy destination Datatransfered:  9.715.50 MB
@ Specty recovery options
@  Summary
¢ Recovery status
Data Protection Manager == Success
B oP_11-29-2011_20.2.51 =101%]
P - | - Computer ~ LocalDsk () ~ DPM_11-25-2011 20.2.51 - v K83 [[SesrchoPM_11-29-2011_20.2.51 )
Organize v, Open Indudeinibrary v  Sharewith v  New folder =~ 19
S Favorkss Name « Date modfied lfwe Isuz I
B Desktop
& Oownboads
4, Recent Places
w4 Ubranes
<. Doguments

We then need to share the folder out so we can access it from the Windows 2008 R2

installation media
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» Install Windows

=
Windows Server 2008

Languagg to install:

dime and currency format: [Danish (Denmark
{

Enter your language and other preferences and click "Next" to continue.

Copyright € 2003 Microsoft Corporation. All nights ressrved.

to Restore from the recovered data we need to start the Windows 2008 R2 installer , DHCP
needs to be enabled for networking support

» Install Windows

Windows Serverzios

Install now ‘>

What to know before installing Windows

Repair your computer

Copynght © 2008 Microsoft Corporation. Al nights resarved
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Select a repair

i System Recovery Options ﬁ'

" Use recovery tools that can help fix problems starting Windows.
Select an operating system to repair.

If your operating system isn't listed, dick Load Drivers and then
install drivers for your hard disks.

Operating System Partition Size | Location

Restore your computer using a system image that you aeated
earlier

As there are no local images to restore from select next

(E Re-image your computer

Select the location of the backup for the computer you want to restore
If the system image is on an external device, attach the device to this computer,
and then dick Refresh.

If the system image is on a DVD, insert the last DVD from the system image backup.
Advanced to add a network location or install a driver for a backup device if it does not show
up in the list below.

Current time zone: GMT-8:00

Location | Most recent system image | Computer

Re-image Your Computer - ﬁ‘

Make sure you are connecting to a trusted network. During
this type of restore, your computer does not have security
updates installed and might be vulnerable to malidous or
potentially harmful software.
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And start networking

Re-image Your Computer

Spedify the location of the system image.

Network folder:

I \\tempdpm 10\restore]
Example: \\server\share

Connect to the DPM Server

Windows Security

Enter Network Password
Enter your password to connect to: tempdpm 10

temptest\administrator

....0.......0'

Domain: temptest
B Remember my credentials

With Credentials from the new temporary domain
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8 Re-image your computer _EI

Select the location of the backup for the computer you want to restore [

If the system image is on an external device, attach the device to this computer,
and then dick Refresh.

If the system image is on a DVD, insert the last DVD from the system image badkup. Click
Advanced to add a network location or install a driver for a backup device if it does not show

up in the list below.
Current time zone: GMT-8:00
\\172.16.1.17\Restore\  11/29/2011 11:00:50 AM DC10

Advanced... Refresh I

Select the Image to restore

-3 Re-image your computer (]

Your computer will be restored from the following system
image:

Date and time: | '9/2011 11:00:50 AM (GMT-8:00)
Computer: | DC10
Drives to restore: | \?\Volume {3568a871-1931-11e1-

. -
Re-image Your Computer h _)_(J

All disks to be restored will be formatted and replaced with the
layout and data in the system image.
~  Are you sure you want to continue?
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Start the Relmage

Re-image your computer 7 _)5]

Windows is restoring your computer from the system image. This might take
from a few minutes to a few hours.

Restoring disk (C:)...

Re-image Your Computer _X_l

Do you want to restart your computer now?
Your computer has been restored and will automatically restart in 51 seconds.
[ ]

Restartnow | Don'trestart |

Re-image your computer : )_5]
Restore completed successfully.

Close

For about 12 minutes on my test setup
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@ ] Bultn
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And after a reboot and setting fixed ip address the domain is up and running , and we now

have a working domain so we can start to restore the Data Protection Manager server and
then start restore all remaining workloads.

Sign:
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Practical No 5: Using Advisor for proactive Monitoring.

a) Reviewing a critical alert for a Virtual Machine Manager
server and assigning an alert.

‘:‘s‘y“‘mmm Welkome, Pacl  Expert IT Solutivces Help  Fesdhack Sign avt
%
val Meas c o
{ ) Total Disphay Ttars: B4
Clome Bgnore.,. | View Coofigeratan | | Manage alerts... | Group by: | Severity = »
o ¥ Secves Path Clasy Adert Tase states ¥ Last Occerred
™ « Ervoe (6 itams) a
l l o LEVNNIN L arpenti oo | ETOLM Witxionn Sarver 2000 1D Erterpese  Windows Opeatng Sy N Windows operating Syttem missle Active L002011 10012 |
SO Lavpeniiocsl | Pcron® Window Server J008 K2 frterpese  Windows Opetsting Syvtem (] Missing Operating System Update Actve  LL0S0MS 10018 |
rl] SOV epentitioos  MOOION Windows Server 2008 H2 Entarpdse  Windows Operating System S Missing Operating System Update Active  1L1,09/2011 10018
= 9 scvwwesar PATOEon Windons Sefver 2008 K2 Syvem N wystem missr Actve  LLOS201L TRO2S
a O sonmonz icroso® Windows Server 2008 R2 frterprse  Windows Operating System U Missing Operating System Update Actve  LL0SQ01L 70022
© sonavon: PMACTOROM Wardows Sarwer 2008 12 Eeterpete  Windows Operatng Sy U] Missing Operating System Update Actwe  LLORA0IL 0022
s - Warning (78 itemas )
A NV egettiecs My OsoM Windows Sefver 2008 K1 Sedind | Windows Operating Syvien Windows cperating System has &1 Actve 100,201 04140
A D0 eperstiecsl FENVY pepent ool ADmor Agert Health Service Moduls regorted a Active WOR0LL 0623
A VWUV 2 enpentiiocs  MMSSOUSERVER Saportierees 501 Darabate A The transaction log may grow wik ACTive 1/02011 100221
A VWML eperttioos  MESCUSIAVIR Raportlerves Tema DS 320 Databare S8 5. Server databuse present wit! Actve L0SSTIL 100!
A SOV 2arsenitiocdl | MMSIOUITEVER SO 08 Engine S SO Server missing update KBS0 Active  LADAO0LL 10001
A VNN erpenmices  AMSSOUIRVIR eatter S Databaie S SO Secvar database present witl Active LDAZOLL 1000
.

update

wystem Y
porformance problems with SOL Server @ o L)
Alort doscription: - 2y Lo thin Ivsue:
You are missieg Windows Updats KNSTS700. This updats addressas 3 knsan Propeity Mame/ Descrigtion Vaue
Bsue that eads to poor perfarmance for appications ke SO Server that _
porforms large 1/0 operations freguently. When this issue ocours, you mill see ‘Cvnn( NTOSKENLEXE file version | 6.1.7600.16385
wnexpiainad MNoh CPU wsage In privileged mode. This Issue occors soly In Mequived NTOSKRML EXE fae 6.1.7600.20700
Winsows ¥ asd Windows Server 2008 2 cperating systems. Apply the wersion Lo v
Winoows kerrel spdate from KRS76700 or any Windows hetfi that incluces
s fix. See the Knowledge Base artiche for more ieformation an how 10 Curment NTRIRPAECE file verson
darees this e s dvn BTN b ENE M 2
CHock here (0 view Solution / Knowledge Base Article @ Get belp from Microsoft Support frofesslonal
arraa VG Dawe -

e Frmabad M RSN Y

Getal

The Alerts view informs you of severity, time and server name to expedite troubleshooting.

< Systern Center Welcome, Paul  Expert IT Seiutions  balp  fesdback S out
e
—_—am
> a) Account oo
| Garerel account settngs for System Conter Advisor
o Company tntormatsen
WU CIN VW AT SR TS COMPITTY SCTOUNE WADEIMATION Pave. “ Regured
Gl || compowm - e —
o | Company name: = Frpert [T Soktiens
Le
User Infurmation
& s CAN VW 800 GO 3TUE DENSENE FACTIAtOnN Pere. * Reguwes
WaeCcws Live I — s s
Frst nawe ~ ol |
Last marne <

Sennacheesurg |

o Recelve emal nozfications of New System Corter Advisor Alers

Manage User Accourts

W AN ST T LT TETTOVE eRStng WNers, ©F Sharge The perTiaicn leved for ceers sssoceted weth thes Systess Carier ASwecr scoount

Cicee Company Aot

Come Scz0unt 20 remone Ml Gata.

Clese Company Account... |

Setting up user accounts and configuring SCA e-mail alerts



b) Integrating Advisor with Operations Manager.

1.) Install SCOM 2012 R2, in my case | am using the SCOM 2012 R2 preview version. | am
not showing how to setup SCOM 2012 R2 because this is not the focus of this post.

2.) Sign up for a Microsoft account aka Windows Live ID

3.) Go to Administration/System Center Advisor/Advisor Connection and choose Register
Advisor. Because | have already setup SCA there is only a Re-configure Advisor link on the
screenshot. ..

B kG -ea O Oinkm ey 1=is]

et e o A Gt

{ \§ System Center Advisor Overview
R

ko Microsoft sccaunt

- e ot wees
=

tem Center

Microsoft Systern Center Advisor sign in
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Enter a new Advisor Account by typing an account name. | have accounts created before

therefore I will select scomfag. You can create as many Advisor accounts as you want. These
accounts will be used to separate the data if you login into the System Center Advisor portal.
There you will be prompted or you can select via dropdown to choose from which account to

want to see the data....

;A Advizor Omboseding Wizand: Sebect Account

X

e Crawte or Sebect Adviine Aceaunt

B

Frte Erter & @S Poe yisd Adifof Sioul, oF SE8 B nigling SO
’ M
=
ot |

[ Bone | [ et

If you click Update in my case or Done if you run this wizard for the first time, your setup is
finished. YES, that’s it, the Advisor setup is finished! So easy...
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If you go to Administration/Internal Connectors you will see 2 new connectors have been
added...
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Configuration

As a next step we need to tell Advisor which computers to monitor. Therefore we go to
Administration/Advisor Managed/Add a Computer Group...
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You can add computers and groups, this means you can create a dynamic group and add this
group to Advisor and Advisor will automatically analyze all objects in this group...
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After a few hours the first alerts are flying into your management group. Go to
Monitoring/System Center Advisor and you will find a bunch of alerts. Look close at the alert
description how detailed the information appears...
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On the right hand side you will find 4 tasks...

e Ignore Alert...

e Manage Alert Rules...

e View Configuration

« View Solution/KB Article
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Ignore Alert will allow you to disable the rule...
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View Configuration will show you all the detailed properties collected from the system where
the alert occurred...
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If you navigate to Advisor Health State dashboard you will have an overview if the

management server is connected correctly to System Center Advisor and if all the Advisor
agents are in a healthy state. ..
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Advisor Portal

If you would like to check your data online navigate
tohttp://www.systemcenteradvisor.com and login with your Microsoft account...
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Or detailed alert information as you have seen in your SCOM console...
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You also can change the rules, account information or add and remove Advisor agents.
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Practical No 6: Using Service Manager to Standardize.

a) Creating a new related service request.
Configuring General Settings

The Request Offering wizard experience begins on the “General” page, pictured in Figure 1.

v’ Create Request Offering

B General
Before You Begin Specify the information for this offering
! General ]
Title:
User Prompts l Create 3 Service Request
Cocfigure Prompts
Map Prompts !fr“lol (3.2 X33
Knowledoe Articies ‘ |
Publich
= Description, shown on the request offening page:
Surmmary | Allows end-users to creste 3 senvice request J
Compietion
_‘l’e'robte name:
| Default Senace Reguest ] b v
Management pack
Service Manager Service Request Configuration Library - ) )L__.N;.'_'.'_J

Last modified: 10762011 10:34:03 PM

Figure 1: General Page

S” Create Reqguest Offering

i General

2 = = 3 s 2
Before You Segin Specify the information for this offering
| General
|‘ - J Tethe: i
U Promve [ Creste 3 Service Request I 3
Configure Promges H
Map Prompts :uoe (32 x 32): w
Knowledge Articies ‘ L Browse ,,] i
Publich -
: Description, shown on the request offering page: I-
MICTETAR Y . = = to P ]
Compiloton H
Tempiate name: 2
i | B Select termplate ~ ;
‘ Bl incidemt
Managerment pack | a
Service M ger Change =3 Configr » Libeacy
Last modified: 10/11/2011 11:35:58 PM J W Creste Tempiate Oefirved

Figure 2: General Page, Select template drop down active
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Creating User Prompts

On the “User Prompts” page of the RO wizard, a request author configures the set of prompts
that will be displayed to the end user. Each user prompt typically represents (1)

a question that the service provider will ask the user in order to take action on his or her
request or (2) read-only information that the service provider will supply to the user to so that
he or she can better answer a question.

v’ Create Request Offering

i User Prompts

Before You Begin Enter the prompts or information text
General Form instructions:
[ User Prompts J

Configure Prompts

Map Prompts

Knowledge Articles Enter prompts or information text ¢ X % .‘.
Publich User Prompts or Information Response Type Prompt Type ‘
»| 1 |Type the name of the computer that you would bike to crei| Required Text >
Summary pod
- »| 2 |How many CPU cores would you ke to create? Required Integer
Comgletion
3 Required Text
»

© You can configure the prompts above on the next wizard pages.

Cancel ”(Prm; Next > Create

Figure 3: User Prompts Page
Configuring User Prompts

Once the Request Offering author has selected the type of control to display to the user, he or
she can configure the parameters of that control on the next wizard page: “Configure
Prompts.” This is the page on which the interactive behavior of each prompt control is
defined.
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W’ Create Request Offering

i Configure Prompts

Before You Begin Configure user prompts
General
Selact » prompt and click Configure below to constrain valld input for the prompt.
User Prompts
* Configure Prompts I —
Map Prompts .
User Prompts or Information Prompt Output ‘_J
Knowledge Articles »| 1 | Type the name of the computer that you would ke to | 1: String (string)
bk »| 2 |How many CPU cores would you like to create? 1: Integer (int)
Summary 4| 3 |Select 3 Computer
Conolelic »| 4 | Create in WORKGROUP doman? 1: True/False (book)
A 1 prompt requires configuration
l Cancel H < Previous Next > Creata
Figure 4: Configure Prompts Page
General ~ Map Prompts -
User Promets Map prompts to properties
Sdlectanob and map s propertias:
Knowledgpe Articles
Publish
| roperty
History »| Prionty
-—.1: =
» Ares ? I
v Support Group .
G|
»| Titte Default Service . v IS
*) Deplay common peopearties ) Display ol proparties 2
~ Knowledge Articles
Select the knowledge articles that are related to this offering
Raisted knowledge articles: o . '3
[ ox ][ cence ]

Figure 5: Map Prompts Page
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Knowledge Article

Links to relevant knowledge articles can be established on the “Knowledge Article” page.
These articles are associated with the request offering when it is displayed on the web portal.

W’ Create Request Offering

B Knowledge Articles

Before You Begin Select the knowledge articles that are related to this offering

General
" Related knowledge articles:
User Prompts |
ldenther Tite Last Modied
Configure Prompts KA2 1o knowledge 10/11/2011 10:44:57 PM =R
| Map Prompts | Open
| Knowledge Articles
Publch

Surmmary

Completion

Figure 6: Knowledge Articles Page

Publish

Completing the “Publish” page ends the Request Offering wizard experience. On this page,
request authors can designate an owner for the request offering and set the request offering
status as either “Draft” or “Publish.” Only published request offerings are visible in the self-
service portal. A request offering created in “Draft” status mode can later be promoted to
“Publish” status.
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7 Create Request Offering %)

—

Before You Begin Specify publishing information. Offerings must be set to Published in order for
General them to appear on the portal.
User Prompts Offening status: Offering owner:
Configure Prompts Draft - Q
Map Prompts

Published date: Published by:
Knowledge Artiches
Publish

Internal notes:

Cancel < Previous Next > reate

Figure 7: Publish Page

If the status of the request offering is set to “Publish,” validation runs before the wizard
completes to alert the user to any configuration errors in the request offering. Two common
configuration errors include:

1. Failing to map a Required user prompt to at least one property on the Map Prompts page
2. Failing to specify a target relationship for a Required Query Results prompt when that
prompt’s outputs are not transmitted through token criteria to a subsequent Query Results

prompt. Checking either of the two relationship checkboxes on the Options page of the Query
Results configuration form bypasses this error.

b) Configuring the settings for an incident and reviewing an
incident that has been closed.

To create the alert connector, perform the following steps:

1. Inthe Administration workspace of the Server Manager console, click Connectors.
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2. On the Tasks pane, click Create Connector, and then click Operations Manager Alert
Connector.

3. On the General page of the Operations Manager Alert Connector Wizard, provide a
name for the alert connector.

4. On the Server Details page, shown in Figure 1-8, specify the name of the Operations
Manager server and a Run As account that has permission to connect to Operations
Manager. Ensure that you use the Test Connection button to verify that the account
works and has appropriate permissions.

Operations Manager Alert connector wizard (= e ]

Enter the server name and credentials for the Operations Manager server

General

Server Information
Server Details

Server name

opsmagr.tailspintoys.internal

Credentials

Run As account

Administrator v New..

Test Connection }

Cancel < Previous Next >

FIGURE 1-8 Alert connector configuration

5. On the Alert Routing Rules page, click Add to add an alert routing rule. An alert
routing rule allows you to specify which Service Manager incident template will be
used to create an incident based on an Operations Manager alert.

6. Inthe Add Alert Routing Rule dialog box, shown in Figure 1-9, provide the following
information:

= Rule Name The name of the alert routing rule.

= Template The Service Manager incident template that will be used when
creating the Service Manager incident.

= Criteria Type Here you can select the conditions that trigger the alert routing
rule. You can choose between the alert being generated by a specific
Operations Manager management pack, being generated by a specific
computer or security group, a custom field, or an Operations Manager
monitoring class.
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= Select Alert Severity And Priority Allows you to specify the alert priorities
and severities that will trigger the alert routing rule.

L&] Add Alert Routing Rule

Rule Name

| Network Alerts

Template

| Networking Issue Incident Template

Select Criteria Type

(a) Operations Manager Management Pack containing the Rule or Monitor raising the
= alert

Management Pack Name | 5,15 v | ’ Network Management - Core

() Computer for which the alert was raised

Computer is a member of group

() Custom Field

() Operations Manager class for which the alert was raised

Monitoring class name B

Select alert severity and priority
Priority | Hiah
Severity | Critical

FIGURE 1-9 Alert routing rule

7. As Figure 1-10 shows, alerts that don’t match any of your configured rules will
automatically be created as incidents using the Operations Manager Incident
Template.



W ® Alert Routing Rules

Before You Begin
General

Server Details
Alert Routing Rules

Specify the routing rules for incoming alerts

Rule name Template
Network Alerts Networking Issve Incide...

Schedule
Summary

Completion

Alerts that do not fit any of the rules above will be routed with the followang default template:
| Operations Manager Incident Template ~ |

FIGURE 1-10 Routing rules

8. On the Schedule page, select the frequency at which Service Manager will query the
Operations Manager server for alerts. You can also configure the connector so that
alerts within Operations Manager will be closed when the incident that relates to the
alert is resolved or closed in Service Manager. You can also configure Service
Manager to automatically mark incidents as Resolved if the incident that triggered the
alert in Operations Manager is closed. Figure 1-11 shows these settings.

Before You Begin
General
Server Details

Create a schedule

Poll alerts every 30@*@1\(!5

Alert Routing Rules
Schedule [~] Close alerts in Operations Manager when inc are ‘ or ck

Summary

Completson

FIGURE 1-11 Schedule settings
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9. On the Summary page, review the connector setup, and then create the connector.

Once the connector is created, you can modify the alert routing rules by editing the properties
of the connector as shown in Figure 1-12.

-~ Alert Routing Rules

Specify the routing rules for incoming alerts

Rule name Template
Network Alerts Networking Issue Incide...

Alerts that do not fit any of the rules above will be routed with the following default template:

i.OpelaﬁorBIlu\agerlncidentTmrpm - ‘

-~ Schedule

Create a schedule

Poll alerts every 30 =2 seconds

[¥] Close alerts in Operations Manager when incidents are resolved or closed

(] Resolve incidents automatically when the alerts in Operations Manager are closed

ok || cancet

FIGURE 1-12 Connector properties
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Practical No 7: Using Orchestrator for automation.

a) Creating a simple virtual machine in Windows Azure using
System Center Orchestrator. (Should be performed Online)

Step 1. Create a new configuration item class in Service Manager

So for the Windows Azure VM configuration to come out of Service Manager we will need
to create a new configuration item class which you can do with the System Center Service
Manager Authoring Tool which can be downloaded here:http://www.microsoft.com/en-
us/download/details.aspx?id=36214

Start the Authoring Tool, click “File” and then “New” and let’s create a new management
pack and a new configuration item class:

[N Service Manager Authoring Tool (Administrator)

[Fie | Edt Management Pack  View Window Help

LS| Open

10

I w 0 X

@ Save sl Crrleshiftss
Recenk Fies ¥
Exit

QeI Fack E KOG » 0 X
4 1% Arure_VM_Config_Sample_MP
B4 Clagse-

Creabe Configuration Item Class...
a POrmS ' eraabe Wark Ttem Class...
L workl S5 Creats other class...

Since | wanted an unique identifier (not a GUID) which I could refer to, | decided to create
an “Azure VM Config ID” which I made my key property. I initially wanted to use my Azure
VM ConfigName as an unique name (sounds logical doesn’t it?), but quickly found out that if
you delete that configuration, you can’t re-use that same name, because it is still in the
database with the status of “pending delete”. So first delete the famous “Property 4~ default
key property:
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If you want your new key property to be filled in and incremented automatically then set
these two fields:

Azure YR Config ID (Fropsety)

Bl =

B General
Duta Type String
Drescription
Triwrraal Mams Azura¥MCorfigID
o Azure ¥ Confeg 1D

B Dthers
duktes Trvcrssserk True g
o Sereskive False
Diefardt Vakoe {0y &
Ky True
PMexceimmunm Lergth 256
Plaeimm Vishus 214THEIRAT
Mirimoum Length 1]
i ¥ sk -214T483648
Fosgured False

This will automatically increment your ID without prompting the user for a value when the
configuration form is being filled in.

The next step is to think about which fields you need and would like to have. Your logical
starting point | think is to look at the “AzureDeploymentDemo.txt” text file and get those
fields in there which I’ve done to start with:

[ ——— St gty | Coe otrieess. | I

iy e Ciin by nlan sera

Laag oy ey
ik V) Y
o Demorgmcs,
farrm £ Bt
s Ll

teraw e sk St 0 Loy
St Lo, [r Sty T8l A 80 Gl
tarem kot Srmrpar
Soraom Lo L

S el L ity e —
g Aoovarn oo O Seny Tenl
tarwm b e

Sorwm Coreea baara

T Lol e

o D, Ll

S g

P D i
N D e B
VO Ll Lol B

A 80 ey
s
P A——

o it Pt
W g b P
o g T

T T———

o e

O D Byt o

A o o
L ey
A o o

A v ol
S o ey

CEpERRPRRPRIRICCRICRRIILE



http://blogs.technet.com/cfs-file.ashx/__key/communityserver-blogs-components-weblogfiles/00-00-00-85-24-metablogapi/0027.image_5F00_2A629EF0.png
http://blogs.technet.com/cfs-file.ashx/__key/communityserver-blogs-components-weblogfiles/00-00-00-85-24-metablogapi/5756.image_5F00_2845A027.png
http://blogs.technet.com/cfs-file.ashx/__key/communityserver-blogs-components-weblogfiles/00-00-00-85-24-metablogapi/1348.image_5F00_0A841568.png

Since my initial objective was to “just deploy a Windows Azure VM” I initially used only
those fields to just do that, you can pretty much create your own property if you see a need
for it. My recommendation to you is to really overthink the property you are adding. Is it a

configuration property or for example a connection string, which probably should be stored in
another place.

Step 2. Create a custom form

Now that you have added all the custom properties to your new configuration item class, you

can go all fancy with creating a custom form. You can add text labels, dropdown boxes, a
logo, different font types and colors, etc.:

I Workflows

Use the “Form Customization Toolbox™ to create the form you would like, just start drop and
dragging:

Form Customization Toolbox

[V] check Box

" Date Picker
il imace

20 Label

% List Picker

@ Paral

I single Instance Picker
(2 7ab contral

[ 7ab ttem

ol Text Box

2, sar Picker

And you will end up with something like this:


http://blogs.technet.com/cfs-file.ashx/__key/communityserver-blogs-components-weblogfiles/00-00-00-85-24-metablogapi/2474.image_5F00_3B56A706.png
http://blogs.technet.com/cfs-file.ashx/__key/communityserver-blogs-components-weblogfiles/00-00-00-85-24-metablogapi/4314.image_5F00_60E02467.png
http://blogs.technet.com/cfs-file.ashx/__key/communityserver-blogs-components-weblogfiles/00-00-00-85-24-metablogapi/7573.image_5F00_6A58E2DD.png

WM Conlig Nomao:

Srvcn

Satice Label Seron Descrgton Locaten O Aty Group
Serace DHS Paefa Sprowss Locabon &firay

o
SHEE Ao Harre Exoragm Acooant Descrplion:  Skorage Locasen OF, Alimty Grogp:
Sarace Sovoarst Label Smirage Cortaren Harre Saornge Aot Locaton ifiny
Vil
VM Degboyert Nars WM Doglsyant Labal ———" -
Wl Dephoyrent S0 Cpsratirg Sywte= Typs
WH Corrpried o WM etance hane ok VD Hame
M lnSlarcs St WM Sauncs g
—

[Enscpoint
WH Endipcant Nama WM EreiPannt Profood

-
WM Erlpoint Local Port WM Endpoint Pulihc Port

Notice that I’'m using dropdown boxes for fields that are common or fields that you don’t
want your users to become “creative” with like VM sizes or the source image you would like
them to use. To achieve that you change the property to a “list data type” property:
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And then create a custom list:
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If you would like to put entries/values in the list you can edit your new management pack
with a XML editor or you can add those values later in the Service Manager console. Here’s a
snippet view from Visual Studio:

WL T VEW MORCT DONG  TIAM B KB TOO  TET  MOSTICTN  ANMYE  wROOW WP
o- deeee » s »~

If you are not comfortable with XML editing then import your new management pack into

Service Manager, add values to your new list, export your management pack and open the
modified management pack in the authoring console.

Note: This would be a good time to start saving different versions of your management pack
in case something goes wrong and you need to revert back @

Step 3. Create a Service Manager console view

Now that you have created your custom configuration class, a custom form, your lists and
added those to dropdown boxes onto your form, it is time to finally import your new

management pack into Service Manager. After importing your MP you can create a new
folder & view to expose your new class and form:

Configuration Items <

4 [ configuration Ttems
4 [ Azure VM Config
[ Azure VM Config

[ )
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If you create your new view, you need to browse for your new configuration item class:

= CFRefia

"] Aebvanced Soarch

Then add all the the columns you wish to display.

Before you create your first Windows Azure VM configuration, make sure that all the lists
are populated. Go under “Library” and then “Lists” and search for you custom class:
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Now go back to “Configuration Items” node and create your first Windows Azure VM
configuration:
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Step 4. Create a Service and a Request Offering for the self-service portal

Now that we have a Windows Azure VM configuration stored into the CMDB the next step is
to make a Request and a Service Offering. Since there are a bunch of blog posts out there on
how to do that, I won’t dive into it right here, but one thing to consider is to determine which
values you would like to be “overwritten”. You could go ahead and deploy this configuration
as is or you could decide which fields you would allow to be set through self-service. To keep
it simple and to test drive what I’ve created, I decided to just allow the self-service user to


http://blogs.technet.com/cfs-file.ashx/__key/communityserver-blogs-components-weblogfiles/00-00-00-85-24-metablogapi/8508.image_5F00_0E012304.png
http://blogs.technet.com/cfs-file.ashx/__key/communityserver-blogs-components-weblogfiles/00-00-00-85-24-metablogapi/0068.image_5F00_0C505730.png

select a Windows Azure configuration and to provide only the Virtual Machine Name. Your
Request Offering would then look like this:
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Map your prompt to the “Runbook Automation Activity”:
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You might wonder why only map the VM Name and not the selected Azure VM
Configuration? Well remember the golden rule when you retrieve Service Manager data from
Orchestrator. If your data is in the Service Manager CMDB, you don’t have to map that and
don’t put it into the “Initialize Data” activity as a parameter, just use Orchestrator to retrieve
that CMDB relationship, that is the beauty of a correlated CMDB. In addition you cannot
map a multi-value instance to a string.

Step 5. Create an Orchestrator runbook, which will be called from Service Manager

Now the Service Manager side is ready, you can leverage Charles Joy’s comprehensive
Windows Azure runbooks in a number of ways. You can create a “master” runbook to
retrieve the Service Manager relationships and invoke several other runbooks from there. To
quickly test drive what has been created and to “just deploy a Windows Azure VM” you
could also create a simple runbook which looks like this:

s Azure VM Config Deploy

Tt e e S O -=->0 -3 -3
Initialize  GetRBA  Get SR Get Gat Gt Get Arune  Abee Create  Creste  Generate Creste VM Download  Send
Dot relationd. elapons. Alecned.  Alflecre. Servic. WM Confsg Clowd Apure Azure T Admin Deploy.. RDPfile Confirma

Don’t get intimidated because of the number of activities. If you watch closely you see that
the first 6 activities — after the “Initialize Data” activity — are all about retrieving the Service
Manager CMDB relationships. You actually only need 4 Windows Azure activities to deploy
a VM, including the creation of a Cloud service and storage. The rest of those are all meant to
impress whoever you would like to impress and demonstrate the flexibility and power of
System Center.

The Initialize Data activity only contains, besides an identifier, the AzureVMname in my
simple test scenario:

- Initialize Data Properties

Detalls Informustion
Difital i parasranes fof e Inmaline Dlals Sy,

T ActwshyT (datn bypa- §irng )

T AnsrwvManame (detn tpe: Sirng )
Ganaral

I’m using the standard Windows Azure Orchestrator activities which you need to populate
with fields coming from the Service Manager CMDB. To do that you just retrieve the
relationship one time where the “related class” is your new configuration item class:
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Set your filter settings as follow and you’re done:

i
I
!
§
i

Now configure all the activities so that all fields come from the data bus “Get Object” activity
(called “Get Azure VM Config” in my example)

Properties
Dwtre D groparias wied by T sy,
OWS M AWEY  Crests Ol ene
{Sarvice ORS Frafin Wrom Gt Anwre |
{Servce Ladel Srom “Cat Adure W C
{Service Descrigton from “Get Arew|
Lacaten
(Serace Lacaton Aoty brom “Cet A

B

You will notice that some fields cannot use a data bus value like this one:
location/Afeity Group  Locaten =)

Since I’m anticipating for Windows Azure PowerShell usage, I decided to keep those fields
in the config, although you can’t use them in the standard Windows Azure activities.
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Because I don’t like to store passwords in a configuration - which | think is a bad practice
- I’ve added a “Generate Admin Password” activity so that you can decide how complex
your password needs to be:
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The downside is that if you don’t have proper notification or registration in place, you will
end up with a deployed VM which you cannot RDP into because of the automated password
generation, but hey, good security has its price

To have notification in place which not only sends confirmation to the requesting user - in
Service Manager terminology called the “affected user” - but also sends the generated
password, I’ve added a “Send Email” activity. In here you can add data bus values like
AzureVMname and password.

For the email to be sent to the “affected user” - so the user who has requested the VM - you
need to use some get relationship activities to get that user (Get SR relationship, Get Affected
User Relationship, Get Affected User):

Tog-o2-2-@
Initialize Get RBA  Get SR Get Get
Data relations.. relations.. Affected.. Affecte..

If you want to create a really fancy HTML email with nice formatting and colors, just create
your email in Word and save as HTML. Then cut and paste the HTML code in the message
area of the “send email” activity and pick your fields where you want Orchestrator data bus
values to appear, like in the example below.

Snippet from the send email activity (using HTML for fancy formatting):

A
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Let’s do one more fancy thing and that is to add the RDP file as an attachment to the email so
that your user just has to open the RDP file to connect to the new Windows Azure VM, isn’t
it cool that we have a standard Windows Azure cascading activity for that?:

| pean || s || e |

Add it to the email and we’re done:

Details Information
Defrut the Scbect, recpents, mesadge, 88 ettachrmants Sor Te Send [mad sy

[ Tk tads € an attachment is missing

[re || con || W |

Step 6. Deploy a Windows Azure VM through the self-service portal
Now that we’re all set up, it’s time to test drive!

Let’s start with the Service Manager self-service portal (assuming that you have at least 1
Azure VM Config entry):
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You can have your users look at the “Gold” configuration by clicking on it:

b
Dete's
Property Trow Vabe
« Azure VM Config (27 Rems) a
Service Location Affinity num West Evrope
Service Description string rry Serme
Service Label string owserviceOl
Serdce DNS Prefix string owservice0 |
S20ra00 Actount Name sing OWSLONMPOACCOUNE
L2oeage Account Descrigtics string trry Berns
Sorage Actount Label sring Xwtervicestorage
Stecage Cortalner Name ring ORSeriCeItrage
WM Computer Name string xwermnoye
VM Instance Name string wdernovem
0 VMO Name sring rndemonm vhd
VM Endpoint Narme string wwendpaiat
WM Sowrce Image Name oum TR0 70U OBCHIZED 1 16946100 Windows-
Server - 2012-R2-Proview-201 306 01 en, 13- 1 2700.vhd
VM Deployment Name shying owdeployment
WM Indocint Protocol enum we
VM Endpcint Public Port onum nme
VM Endocint Local Port enum 169 .

Let’s submit the Service Request:
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Orchestrator runbook has successfully run:
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Got a nice email confirmation (notice the attachment, it’s the RDP file):

From: SM12_Workflow

To: Admin Dude

(4=

Subgect: Your Azure Vi "Tianderviid1® has been created

i |h‘r e
Dear Admin Dude,
We have succesfully created a new Azure Virtual Machine with the following details:

Virtual Machine Name: Tiander'Vh01
Administrator password: SR3IBIYHK

Please use the attached RDP file to connect to your new VI,

To enter a new Service Request, please use this link:
Service Manager Self-Service Portal

Kind regards,
Global IT Helpdesk

Open the RDP file:
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This remate connaction could ham your local or ramate computer. Do not connect unless you know
where this connaction came from or have used & before.

% Publsher: Unknown publisher
Type:

Remote Desiktop Connection
Remote computer: xwservice(1 cloudapp net

(] Don ask me again for connections to this computer

(> Show Detals

—  Conneciing o
wanervicel ] codapg ret T

Securing fmee Contechon

o Ao LA

The remcte comprter could not be authertcated due 1o problems wih ts
securty certficate. & may be unsafe 1o poceed

Centicate name
Ll Name n the cesficate fom the remate computer:
TienderYMO1

Cartfcato ovony
The following emors weee encourtensd while valdatng the remote
comprter's centficate.

. The centficate is not e 3 tusted cetfying authorty.

Do you wart to connect desple these cetficate emons?

[ ] Dent ask me agan for connections 1o this computer

View cotficate . Yea | Ne

Logged on to our new Windows Azure VM!:
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b) Creating runbook that automates a process relating to
VMware vSphere.

i ]
Link —— 3

s

Clene Add Metwork
Windows VM Adapter

A whole new set of tools for vSphere has been released for Orchestrator 2012 R2. Over 30
Activities to build out incredible automation Runbooks.

System Center 2012 R2 Integration Pack for VMware vSphere
http://www.microsoft.com/en-us/download/details.aspx?id=40874

Feature Summary
The Integration Pack includes the following activities:

Add Network Adapter
Add VM Disk

Clone Linux VM

Clone Windows VM
Create VM

Customize VM

Delete VM

Get Cluster Properties
Get Datastore Capacity
Get Hosts

Get Resource Pool Runtime Info
Get Resource Pools

Get VM List

Get VM Properties

Get VM Status

Migrate VM

Move VM

Reconfigure VM

Reset VM

Revert VM Snapshot
Set Guest Info Variables
Set VM CD/DVD to ISO Image
Set VM Networks

Start VM

Stop VM

Suspend VM

Take VM Snapshot
Maintenance Mode

Get Host Properties

Get Host Datastores



Configuration Screen

Mame: | wSpherel

Type: | wSphere Settings

Properties

Sign:
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Practical No 8: Using Configuration Manager 2012 for
managing and maintaining.

a) Setting up an alert for compliance.

Load up your SCCM console. Once loaded go to 'Assets and Compliance' and go to 'Device
Collections'. Select a collection you want to set an alert on and right click it then select
'Properties'.

Along the top of the window select 'Alerts’. Tick the "View this collection..." tick box and then
select 'Add'.

| General | Membership Fules | Fower Managemert | Depioymerts | Mantenance Windows
_Cnlnmon\fmaucs_WdBdemwlmumms_mw_ Hets |

[ Wigrw this callection in the Endpoint Profection dashiboand

Cartligure the aled threshalds

Conditions

There are na ibems o show in this view

Alerts

On the next screen you will see lots of boxes. Here you can pick and choose what you would
like SCCM to alert you about. As we are only doing a malware detection alert only that box
will be checked.
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Alert Choices

Once selected make your way back to the main SCCM window. Next go to ‘Monitoring' on
the left hand side then expand 'Alerts'. In here find 'Subscriptions', right click it and select
'‘Configure Email Notification'.
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Configure Email

On the next window tick 'Enable email notifications for alerts'. In the field below put in the
FQDN of your mail server. You will then want to select 'Specify an account' and use an
account that has access to connect to the mail server. Lastly set an email address the alerts
will be sent from.
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Email Notification Settings
Once done run a test and if that's successful click 'OK'.

Next go back to 'Subscriptions', right click it and this time select 'Create Subscription'. On the
next window you will need to give the subscription a name and set an email address that
SCCM will send the alerts to. At the bottom of the window you will see some tick boxes.
These are default ones already created as well as any you have created. Find the one created
earlier and tick it then when all done click "OK'.
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Subscription Settings
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And that's all there is to it. If it's all successful you should now start receiving emails with

information about any malware detected on your system as well as alerts in Endpoint
Monitoring on the SCCM console.

b) Connecting devices and monitoring its health.

e Run the full discovery for the Active directory users, system and groups, wait for few
minutes while the discovery cycle is complete.

e Click on Assets and compliance, click on Devices and click on All Systems.
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c) Managing users and user groups hierarchy.

e Run the full discovery for the Active directory users, system and groups, wait for few
minutes while the discovery cycle is complete.

e Click on All Users and Users Groups
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